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Executive Summary Chapter 1

1 Executive Summary

1.1 Everything to play for

Mobile VPNs have yet to be widely embraced by SMEs and corporates.

V odafone, which launched its Mobile Connect Card (MCC) in November
2002, had sold only 167,000 units by the end of 2003. Despite the mobile
operator’s claim that the sales figure was ‘in line with expectations’, no
amount of spin can disguise the fact that thisis a poor take-up rate. The

V odafone MCC, which allows GPRS connectivity to the public Internet
and the corporate LAN from the laptop, has largely failed to capture the
imagination of the enterprise community. The mobile operator will be
hoping that its GPRS/3G data card, launched in February and March 2004
across Europe, will enjoy greater success.

Anditisn't just Vodafone which has found the going hard. Mobile
operators across the board — as well as fixed-line operators who resell
cellular capacity to add amobile VPN option to their suite of remote
access services — report asimilar story of patchy interest.

To put abrave face on their inability to crack the enterprise market with
mobile data services, operators have a tendency to euphemistically
describe this period as ‘ early days' . Operators, however, have not been as
blamel ess as this innocent expression may imply. A disconnect has
emerged between what operators are offering and what customers want.

The net result is the overwhelming majority of mobile operators data
revenue comes from consumer SMS. To take Vodafone as an example
again, 15.9% of its service revenue during 2003 was derived from data:
11.8 % from messaging and only 4.1% from non-SMSMMS traffic.
While these statistics reveal a depressing picture of apparent enterprise
resistance to mobile data use, it also illustrates an opportunity —it’s still an
untapped market.

1.2 Why have mobile VPNs failed to take off?

From atechnological point of view, the ability to transmit data securely
between a maobile device and the corporate LAN or Web-based
application is the essence of what amobile VPN is all about. That being
the case, it can address one of the main concernsthat IT managers have
when it comes to mobilising the workforce — maintaining the security of
enterprise resources when accessed remotely. The comfort factor on
security is particularly strong when IT managers opt for an ‘ end-to-end’
mobile VPN implementation, which comprises an unbroken *‘tunnel’
between the end-user device and corporate LAN.

© 2004 BWCS Limited
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But addressing network security concerns will not be enough to stimulate
the mobile VPN market. Operators and their strategic partners will, first
and foremost, need to put the technology into a business context for that to
happen. Unlessit is demonstrated clearly to the enterprise what the
benefits are of deploying amobile VPN — increased productivity,
improved market competitiveness, more job satisfaction (and perhaps
even new revenue streams, which would really catch the attention of the
CEO) —there will be a continued resistance to adoption.

In that regard, Lucent deserves credit for trying to kick-start the market
with numerous mobile VPN pilots designed specifically around the
business processes of the enterpriseitself. If more case studies of
successful mobile VPN implementations could be circulated from a
variety of sources—with examples taken from different vertical industry
sectors — then it would help create a market momentum.

In addition to alack of education on the possible business benefits
associated with mobile VPNs, other factors have hindered their adoption
in Europe. These include:

* Unréliability and poor throughput performance of GPRS, especially
for transmitting large volumes of data.

» Excessive mobile data tariffs combined with the difficulty of
accurately predicting monthly costs when using the per-megabyte
charging model.

» Hightotal cost of ownership. Ongoing technical and administrative
costs need to be added to upfront capital requirements for mobile
VPN adoption. These costs could be considerable for IT managers
responsible for installing, configuring and upgrading VPN clients on
alarge number of end-user devices. The task is made more difficult
(and expensive) if thereis adiversity of OS (operating system)
software versions in use across the laptop workforce.

» Lack of trust in the mobile operator. For organisations that don’t
have sufficient IT resources to implement and manage an ‘ end-to-
end’ mobile VPN for themselves, they may consider opting for a
network-based mobile VPN. This hands over the responsibility of
managing the data traffic between the end-user device and the
corporate LAN to the mobile operator. However, mobile operators
would need to assure IT managers that there would be no security
threat to their businessin such a set-up. Thisisabig hurdle for
mobile operators to overcome if they are to move beyond the role of
pipe provider.

© 2004 BWCS Limited
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1.3 What do enterprises want?

By identifying key barriers to mobile VPN adoption —as well as speaking
to CEQs, CIOs, IT managers and field workers about their particular
requirements — it becomes possible to draw up alist of what the enterprise
wants from a mobile VPN implementation.

Items

onthislist will include:

easy-to-understand tariff structures that make it possible to
accurately predict monthly costs

service level agreements on GPRS and 3G connections

uniform and simple log-on procedures across all access
technologies, including 2.5G, 3G and WiFi

access to the fastest possible wireless connection wherever possible,
from the one device, and the preservation of the VPN connection
when roaming across different access networks

one bill from one service provider
simple and quick provision and upgrade of mobile VPN clients

for IT managersto have clear visibility of remote workers access
patterns (which files are being accessed and from where) along with
details of network performance

unmonitored access to the Internet to be restricted if required

the mobile VPN implementation should be compatible with existing
fixed-line VPN infrastructure (VPN gateways, for example) and
have minimal impact on business continuity during the set-up
process

clear business benefits.

Those who can deliver on most of these requirements the soonest will
have the best chance of making inroads into the mobile VPN market. The

focus

of this report isto examine ways in which these requirements can be

fulfilled.
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2.1

Defining Mobile VPNs

Defining Mobile VPNs

A need for clear definitions

The purpose of this chapter is twofold:

» toidentify and define the different mobile VPN flavours that are
available in the marketplace; and

» to highlight the pros and cons of each type of mobile VPN from the
perspective of both the mobile operator and the enterprise end-user.

BWCS acknowledges from the outset that it would be a mistake for a
mobile operator — or anyone else for that matter — to try and sell a‘mobile
VPN’ per seto an enterprise customer. That would beto fall into the trap
of selling atechnology over a service or a business solution.

Even so, thereis still aneed for mobile operators (or their resellers and
systems integrator partners) to be able to define clearly their mobile VPN
product portfolio — with sparing use of jargon —to IT managers. If not,
then another barrier to their adoption is erected.

To achieve that clarity, acommon agreement isfirst required on what the
terminology surrounding mobile VPNs actually means. In conducting
research for this report, BWCS found that even among mobile operator
product managers, there isn’t a general consensus over the meaning of key
terms. While one talked happily about ‘ network-based’” mobile VPNs and
‘end-to-end’ mobile VPNs, another seemed unclear as to what those two
terms actually meant. That’s not to say that the first had a better mobile
VPN understanding than the second but rather reveals awider problem of
conveying clear messages and having meaningful debatein what is,
potentially, acomplex subject.

Because of this scope for confusion, a section devoted to defining mobile
VPN termsis necessary. Thisis not an attempt to be the last word on the
subject, nor isit meant to be prescriptive. However, at the very least, this
chapter will provide acommon framework of reference for the reading of
thisreport. And, particularly for the non-technical reader, it will hopefully
throw some light on the terms commonly associated with mobile VPNs.

As part of that process, it is worth looking first at the rise of fixed-line
VPNs and remote corporate LAN access. Thiswill provide a context for
the later development of mobile VPNs and a clearer understanding as to
why they are becoming increasingly important.

© 2004 BWCS Limited
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2.2 VPNs and remote access: a brief history

2.2.1 Thebirth of VPNs: ATM and Frame Relay

Prior to the rise of virtual private networking more than ten years ago,
enterprises that wanted to establish data connectivity between office sites
used dedicated leased lines. As this was an expensive overhead, these
links were usually restricted to between headquarters and the most
important branch offices. Being dedicated links, however, they did
provide the highest level of network security.

With the emergence of public ATM and Frame Relay wide area networks
(WANS) during the 1990s, service providers had a way to lower their own
costs and those of their enterprise customers. By emulating dedicated and
secure private connections over a shared packet-switched infrastructure
using so-called PV Cs (permanent virtual circuits), virtual private networks
(VPNs) were born.

The network is*virtual’ because enterprises share infrastructure rather
than own it; itis‘private’ because they still enjoy the security associated
with dedicated connections.

222 Remote access over dedicated links: PSTN and I SDN dial-up

Before the widespread growth of the Internet, enterprises wishing to
provide their travelling workers with access to the corporate LAN (local
area network) had to rely on PSTN and ISDN dial-up. Such a system
comprises aremote access server (RAS) — usually based within the
enterprise domain — with phone lines attached to it. Employees working
off-site call into the RAS to access the corporate LAN.

To protect against unauthorised access and to give the IT manager away
to monitor who is accessing which file and from where, the RAS carries
out the so-called ‘triple A’ function:

» Authentication: ensures no unauthorised person can access the
corporate LAN (user names and passwords is one method).

» Authorisation: the access policies adopted by the IT manager. A
salesperson will most probably be denied access to the server
containing the salary details of the CEO, for example.

» Accounting: the IT manager can access the call usage details
(duration and location) of each remote worker calling into the RAS.
He also can see details of which files are being accessed.

While the PSTN/ISDN dial-up system provides high levels of network
security (PSTN and ISDN networks use circuit-switched connections,
which provide dedicated links), it is neither a cheap nor a very scaleable
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way for enterprises to manage their remote workers. The drawbacks of
PSTN/ISDN dial-up networking are:

» Expensive hardware requirements. enterprises need to invest in RAS
equipment, modem banks and phone line installation. Every phone
line added is an extrainvestment.

* High phone bills: international calls, particularly from hotel rooms,
can still be expensive. Although enterprises can use toll-free
numbers and calling cards to reduce these long-distance charges,
that could still mean a considerable up-front cost, particularly if IT
managers use multiple suppliers of RAS numbers to add resiliency.

» High operational costs: by maintaining a dial-up infrastructure
within the enterprise, additional costs will include network support
engineers, testing equipment, and the training to provide adequate
help-desk facilities. The greater the number of phone lines, the
higher these costs will be.

» Inconvenience for the remote worker: to access different PSTN
points around the world, remote workers will have to carry various
adapters. Moreover, access to the corporate LAN will be limited to
the location of the PSTN access point.

* |t does not support home or remote workers using DSL (digital
subscriber line) access. Basic DSL packages can offer 500K bps
downstream speeds compared with the theoretical maximum of
56K bpsviaa PSTN modem.

The next phase: IP VPNs

ATM and Frame Relay VPNSs, athough cheaper than private leased lines,
have their own limitations. LAN applications running over these two
WAN packet-switched protocols have to be specially formatted, which is
an added expense. The number of branch offices that the headquarters can
connect to is also restricted to those sites that have ATM of Frame Relay
customer premise equipment (CPE).

To overcome these limitations, the public Internet, with its ubiquitous
presence, is now being increasingly used by enterprises as a medium for
virtual private networking — the so-called IP VPN. By using ‘tunnelling’
and encryption protocols, data can be transmitted securely across the
public Internet.

The most widely-used protocol to set up site-to-site links across the public
Internet is Internet Protocol security, more commonly referred to as 1PSec.
Ratified by the IETF (Internet Engineering Task Force) and supported by
awide range of vendors —including Cisco and Nortel — IPSec offersa
high level of cryptography, as well as authentication. It can aso work in
conjunction with digital certificates, which strengthens the authentication
process.
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The main advantages of IP VPNs are:

* LAN-based applications can pass over the WAN without the need
for specia formatting (since the early 1970s, IP/ethernet has been
the dominant protocol within the LAN).

 Thereisnoneedtoinstal ATM or Frame Relay equipment on each
site requiring connectivity to headquarters, nor is there the need to
set up and manage multiple PV Cs across the WAN (which can be
time-consuming and expensive). Instead, an IP router can be
installed quickly on site giving immediate connectivity to all other
sites attached to the Internet.

» Extranets — where companies access shared databases with their
suppliers or business partners — become easier and cheaper to set up.

* They pave the way for IT managers to lower the total cost of
ownership (TCO) for remote access support compared with
PSTN/ISDN dial-up.

Remote accessover a VPN: leveraging the public I nternet

The most obvious benefit of remote access over the public Internet is
reduced phone bill costs: workers travelling abroad can make local callsto
Internet service providers (1SPs) rather than paying international call rates.
There is a'so less hardware maintenance required compared with PSTN
dial-up infrastructure.

Nevertheless, VPN remote access does require some I T investment, not
least in the shape of VPN concentrators (otherwise referred to as VPN
servers) and the installation and management of 1PSec clients. An IPSec
client is a piece of software residing on an end-user device, which sets up
a‘tunnel’ across the public Internet to the VPN server at the corporate
LAN; it then encrypts data it sends and de-encrypts data it receives. The
VPN concentrator is responsible for terminating the tunnels at the
corporate LAN.

IT managers will be more inclined to make the investment in Internet-
based VPN remote access as the popularity of teleworking and DSL
(digital subscriber line) accessincreases. Traditional PSTN dial-up
infrastructure cannot support DSL-based teleworking, but an increasing
number of companies are recognising the need to provide their employees
with the opportunity to work from home —which usually requires intranet
access — should they request it.

With a growing acceptance by enterprises that the public Internet can be a
safe medium for the transport of corporate data, mobile operators have a
big opportunity to drive more data across their packet-switched cellular
networks, not least when those networks support IP. As any service used
on the wireline Internet can now be accessed by devices attached to these
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‘next-generation’ wide area cellular networks, mobile operators can do the
following:

* Complement existing IT investment in fixed-line VPN infrastructure
to offer *always on’ connectivity to information resources on the
LAN — anytime, anywhere. (Like PSTN dial-up, remote access over
afixed-line VPN is till limited to finding a suitable access point,
which might not always be conveniently located.)

* Promote the use of a secure, ‘mobile office’ to all enterprises
connected to the Internet. There is no longer the need to run private,
leased line connections from the mobile operator’ s network to the
corporate premises.

In short, they can offer mobile VPNs.

What is a mobile VPN?
Overview

We have aready established what a VPN is—that is, a shared or public
infrastructure that can provide the security and performance levels
required of atruly private network.

A mobile VPN can similarly be defined as the use of a public cellular
network to provide secure connectivity to enterprise information
resources. These resources will either be based on the corporate LAN or at
an extranet site. They could also exist in the form of aweb-based
application, such as MS Outlook, as we shall see later.

For the purposes of this report, a remote worker will not be deemed
‘mobile’ if accessing corporate information over afixed-line VPN
infrastructure. Although the remote worker accessing the corporate LAN
from ahotel room is*mobile’ in the sense that he or sheis not restricted to
being in the office to have access to information, thereis no ‘mobility’ at
the point of access.

Thiswill also rule out corporate LAN access viawireless LAN (WLAN)
or Wi-Fi ‘hotspots as an example of amobile VPN. Although the scope
for “mobility’ is greater than with the hotel room example, the remote
worker is still restricted to the limited radius of the WLAN hotspots
themselves.

For true mobility — the  anytime, anywhere’ level of accessto corporate
information — remote workers must turn to wide area cellular networks
and it is here where the focus of this report lies. Whether it is via handheld
devices or laptops, BWCS defines amobile VPN user as someone
accessing corporate information — securely — over a public, wide area
cellular network.

© 2004 BWCS Limited
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BWCS does recognise the trend, however, of closer interworking between
cellular and WLAN networks, as well asindustry movesto integrate both
types of access on handheld devices. Thistrend will be explored more
fully in the profiles on mobile and ‘fixed' operators (Chapters 5 and 6

respectively).
Different mobile VPN categories

Mobile VPNs can be split into four main categories:

* end-to-end

* network-based;

» application-specific
* voice.

Each category of mobile VPN is broadly applicable to both the GSM and
CDMA cdllular platforms, including their respective * next-generation’
packet-switched iterations: GPRS (2.5G) and UMTS (3G) on the GSM
side; CDMA2000 1X, CDMA2000 1xEV-DO (data optimised) and
CDMAZ2000 (3G) on the CDMA side.

For the purposes of this report, we will focus on the GPRS and UMTS
network architectures to illustrate each main mobile VPN category —and
their sub-categories — available today.

End-to-end mobile VPNs
Network architecture

The ‘end-to-end mobile VPN’, sometimes referred to as ‘ voluntary
tunnelling’, will have the greatest appeal to enterprises that have their own
IT resources and place a high premium on security. The reasons for that
can be found in the way the end-to-end mobile VPN is configured.

As can be seen in Figure 2.1, a secure IPSec tunnel (which passes
encrypted data) extends from the end-user device straight through to the
corporate gateway without interruption — it is end-to-end. In such a
scenario, the IT manager will usually take on the task of installing,
configuring and managing the |PSec clients on the end-user devices; he or
she will also have to ensure interoperability between the end-user and the
VPN corporate gateway. Since the IPSec client establishes the tunnel link
to the corporate gateway, this explains the ‘voluntary’ tag — IT managers
have chosen to take on the responsibility themselves of providing end-to-
end security.
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Figure 2.1 Voluntary tunnelling architecture
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Note: |PSec-based VPN solutions use IKE (Internet key exchange) to authenticate end-
usersto the corporate network automatically, which is usually based on the ‘ pre-shared
key’ method. For this method to work, the AAA server in the mobile operator’s network
needs to know the end-user’ s | P address and the secret key associated with it to interact
with the AAA server in the customer’s network — the converseis also true. As such, a
degree of co-operation is required between the mobile operator and the enterprise, even
in a voluntary tunnelling environment: the mobile operator and the customer have to
agree on the | P addresses of the VPN gateways and the security policies to be used.

Although end-to-end encryption gives a high degree of security comfort to
enterprises, there are clear administrative costs to bear and aneed for in-
house IT expertise. Only large organisations, generally speaking, will

have the necessary IT and financial resources to opt for this type of
mobile VPN.

It has to be noted that a number of other protocols, besides IPSec, can be
used to implement the end-to-end secure connection. These include L2F
(Layer 2 Forwarding), Microsoft’s PPTP (point-to-point tunnelling
protocol) and L2TP (Layer 2 tunnelling protocol). However, due to
IPSec’ s dual function of authentication and high levels of cryptography, it
is generally the preferred choice by IT managers for corporate LAN
access vialaptops and PCs.

For PDAs running on Microsoft’ s Pocket PC operating system, mmO2
reports that a better user experience can be had if the in-built PPTP client,
supported by Microsoft, is used instead of the IPSec client. One reason for
that is— due to the greater mobility of the handheld device —thereisa
tendency for the IPSec tunnel to ‘break’. Asthe VPN tunnel is session-
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based (which meansit is only active during use), the mobile user will have
to initiate the whole set-up procedure from scratch once the tunnel breaks.

‘Encryption tax’ on bandwidth

By using end-to-end encryption, amgjor drawback of voluntary tunnelling
isthe negative impact it has on GPRS performance. To enable encryption,
IPSec VPN clients require adata ‘overhead’ of about 12 bytes per packet.
So, depending on the packet size the application is using —which can
range between 32 and 576 bytes (according to Cellcom, an Israeli mobile
operator) — the end-user, effectively, can experience data throughput
decreases by as much as 40 percent.

Lucent says that IPSec VPN users will experience, on average, application
performance deterioration of around 25 per cent. Even so, as GPRS
enables downstream data rates of between 20-40K bps, this level of
bandwidth ‘tax’ for the benefit of 1PSec encryption is significant.
Application throughput, in a worst-case scenario, could be little more than
10K bps using an end-to-end mobile VPN.

There are cost implications to consider, too. If enterprises are paying for
data usage on a per megabyte basis, they will be paying extrafor the
traffic overhead to enable security. Mobile operators will also need to
invest more in their GPRS networks if they cannot take advantage of
software compression techniques. (Software compression reduces the
amount of datarequired by an application but, if the traffic is encrypted,
compression cannot be applied.)

How can mobile operator s differentiate themselves?

At first sight, mobile operators may appear restricted to playing a passive
role of pipe provider within the end-to-end mobile VPN environment.
However, BWCS hasidentified five key areas in which mobile operators
can raise their profilein the eyes of CEOs and CIOs within the voluntary
tunnelling framework.

A: Managed services

Large organisations, with their own IT resources, will most likely select,
install and manage the VPN components for themselves or in partnership
with systems integrators (SIs). These components comprise VPN clients,
data cards (for laptop use), VPN gateways and IP routers. If, however, the
mobile operator can manage some or al of those components on the
enterprise’ s behalf, then thisis a value-added service with the potential to
increase margins.

(For the sake of establishing coherent mobile VPN definitions, BWCS
argues that if the mobile operator’ s managed service package extends
towards hosting the VPN gateway — perhaps at a data centre located near
the customer premise — then thisis a variant of a network-based mobile
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VPN (see Section 2.5). Although this type of mobile VPN is still based on
voluntary tunnelling (where the end-user has initiated the tunnel on his or
her device) the hosting and management of infrastructure by the mobile
operator turnsit into a network-based mobile VPN.)

Whileit will be difficult for mobile operators to muscle into the managed
services space — and some (like mmO2) may even come to the conclusion
that the high level of competition among Sls to deliver managed VPN
servicesis such that the margins are not sufficiently attractive to try and
compete — it does represent a strategic opportunity for the mobile operator
to become more customer-facing. A closer working relationship with the
enterprise should make it easier for the mobile operator to sell more
mobile data servicesin the future.

In November 2002, the V odafone Group launched its remote corporate
LAN connectivity service across its European networks — known as

V odafone Remote Access — with a managed service option for IT
departments wishing to outsource the configuration and management of
the various VPN components.

In partnership with Cisco, Vodafone (viaits reseller channels) provides
the IPSec clients, VPN gateways and routers that business customers
require. It also packages into the service its own branded GPRS data card
—the V odafone Mobile Connect Card — which allows SIM-based
authentication for plain Internet access. In addition, VVodafone offers
device-based software to make the establishment of a GPRS connection as
easy as possible. According to VVodafone, plain Internet access and VPN
connectivity (which isintegrated into corporate IT systems) can take ‘as
little as five hoursto set up’ with the V odafone Remote Access managed
option.

Other ‘professional’ products that mobile operators can offer include a
managed firewall service. Although firewalls can’t do any deep packet
inspection on encrypted traffic to determine the presence of any
‘invaders’, afirewall placed in the mobile operator’ s network can still
perform the important function of blocking any non-1PSec traffic (which
may contain viruses) from reaching the end-user device. Mobile operators
can also provide further firewall protection for plain Internet access.

As important as these security measures are, they have their limitations.
For mobile operators to protect their own networks and those of their
customers from denial of service (DoS) attacks, they continually need to
update their anti-virus software to try and stay ahead of ever more
ingenious ways to disrupt software. Thisis clearly not afully secure
method, as the havoc unleashed by the MyDoom virusin early 2004
demonstrates.

One method designed to complement network-based attempts to prevent
DosS attacks comes from Cisco in the shape of its Cisco Security Agent
(CSA), which is software that can be downloaded onto a laptop . The first

© 2004 BWCS Limited

19



Defining Mobile VPNs Chapter 2

version of the CSA is compatible with the following operating systems:
Windows (NT, 2000 and XP) and Solaris. It does not run on handheld
devices, including smartphones and PDAS.

CSA works by identifying viruses through the way they behave
(‘abnormal’ requests to the operating system, for example) and then
prevents them from exerting damage. By not relying on anti-virus
software that continually needs to be updated, the CSA can act asa
standalone layer of security defence. In February 2004, Cisco said it was
talking to fixed and mobile operators in the EMEA region with aview to
offering the CSA as a managed service to enterprise customers.

Another service that mobile operators can offer is software compression.
However, thiswill be offered as either a*box’ to be placed behind the
corporate firewall or come as part of the CPE-based VPN components
themselves (as opposed to being a network-based service in the voluntary
tunnelling set-up). With end-to-end encryption, the only opportunity to
compress data is within the corporate LAN, before it is encrypted.

B: Different public APN attributes

To access the Internet or any other ‘external’ packet data network viathe
GPRS network, the end-user device needsto be allocated an APN (Access
Point Name). This enables the GGSN (Gateway GPRS Service Node) —
which acts as a gateway between the GPRS network and public data
networks — to appropriately route traffic between the end-user device and
itsintended destination.

Rather than having to manage multiple APNs (that is, one per user) over
their networks, mobile operators are opting to provide asingle, public
APN that can be applicable to al customers. Lucent points out that some
vendors have a very limited number of APNs that can be provisioned on
their Home Location Registers (HLRS), which makes the dedicated APN
approach difficult to scale.

By using a public APN (which the IT manager or end-user provisions onto
the laptop, PDA or smartphone), the GGSN identifies which VPN
network the customer belongs to based on the domain component of the
user name (expressed in the format, user @domain).

In such aconfiguration, it is possible for mobile operators to provide
different tariff levels. one for plain Internet access and another for VPN
tunnel traffic that travels directly to the corporate VPN gateway from the
end-user device. Mobile operators can offer this two-tier tariff structure
through ‘ deep packet inspection’ techniques to determine whether the
traffic is IPSec or Web-based.

Mobile operators can also give IT managers greater control over
employees surfing the Web for personal use by offering a different public
APN with different attributes. For example, if the APN is specially
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configured, it is possible to force all Internet access requeststo go viathe
corporate VPN gateway. Only if the mobile worker has the appropriate
level of access rights associated with his or her user name can Internet
browsing then take place (with the IT manager being able to monitor
which websites are being visited).

02 launched such a service in Germany and the UK in July 2003 in
response to a growing desire by CIOsto control Internet use. Called
Mobile Web VPN, the public APN (vpn.o2.co.uk in the UK) allows
Internet access only through the corporate VPN gateway. By contrast,

02 s Mobile Web service, which uses the mobile.02.co.uk public VPN,
allowsfull Internet access (which is not routed through the corporate VPN
gateway) plus VPN connectivity.

C: Public and private | P addresses (and NAT)

When amobile user initiates an Internet access or VPN session, the end-
user device will use either a private or public |P address, depending on the
service offered by the mobile operator. If it isa private |P address, the
device will not be able to connect across the Internet without NAT
(network address trandlation).

Unlike public IP addresses, a private IP address cannot be routed across
the Internet, but mobile operators commonly use them to get round the
growing problem of public IP address shortage. By allocating mobile
devices from a pool of private |P addresses as and when they are
requested, mobile operators can support alarger number of Internet users
than otherwise possible with the limited number of public IP addresses
that are available. The private IP address system can only work, however,
if NAT takes place, which has the effect of converting the private IP
address into a public one that can be routed across the Internet.

Unfortunately for IT managers using end-to-end VPN encryption, NAT
has the effect of modifying packets of data on the IPSec Authentication
Header (AH). Thisisinterpreted as a security violation and the VPN
tunnel is not created. Similar tunnel “disruption’ can aso occur within the
ESP (encapsulating security payload) mode of IPSec if NAT isinserted
between the end-user device and its destination point.

Thereis an established way to get round this problem and that isto use
NAT Traversal (sometimes referred to as UDP encapsulation), a technique
developed by the IETF. In effect, NAT Traversal ‘protects' the IPSec —in
both AH and ESP modes —when NAT is used and so preserves the
integrity of the VPN tunnel.

But not al VPN clients support NAT, which isa potential stumbling
block to IT investment in mobile VPNs if enterprises wish to use their
existing fixed-line VPN infrastructure.
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The use of APNs, which allocate public IP addresses to mobile devices, is
away for mobile operators to solve this problem. A public IP address does
not require NAT and therefore can work with all VPN solutions out in the
marketplace. However, this may require additional investment in IPv6
technology by the mobile operator. IPv6 allows the possibility of creating
trillions of public IP addresses, which is not possible with today’s IPv4
technology. IPv4, with its 32-bit address space, can support four billion
unique IP addresses, but it's a number not expected to be sufficient in the
long term to deal with multiple devices and machines connected to the
Internet.

D: Web-based portals

If mobile operators can encourage business customers to access their
mobile VPN service viaasingle, Web-based portal —which is branded in
their own name — it will provide a convenient platform to promote the use
of mobile data services as and when they arrive in the future: the Cisco
Service Selection Gateway (SSG) and Subscriber Edge Services Manager
(SESM) are examples of products that allow end-to-end mobile VPN
access to be integrated into a Web-based portal.

Cisco’'s SSG and SESM products also give mobile operators the ability to
bill differently for different types of service. For example, rather than
offer aflat rate for al mobile data services, mobile operators may be able
to differentiate themselves by charging for some services on a usage basis.
This option will be particularly attractive for IT managersin relation to
services that are only used occasionally. With the arrival of 3G,
videoconferencing may fall into that category; quality of service
guarantees on certain applications over 2.5G or GPRS networks may be
another option.

The principle behind the single portal (provided by the mobile operator
for business customers) isthat thereis a so-called ‘walled garden’ of
services, which, apart from end-to-end mobile VPN connectivity, will
include plain Internet access and access to specific applications (such as
MS outlook) and content. Access rights to these various service options
will either be determined by the end-user submitting the appropriate
credentials or done so by default (as part of the user profile information
stored in the AAA server).

The single portal model is, of course, not unique to GPRSUMTS
networks. Users on all access networks, including WLAN and DSL, can
also make use of portal-based services.

E: Bethe best pipe

One of the biggest fears of mobile operatorsis that they will be competing
for mobile data traffic on price, the radio access *pipe’ being nothing more
than acommaodity item.

© 2004 BWCS Limited



Chapter 2

2.5

251

Defining Mobile VPNs

With end-to-end mobile VPNSs, that fear is heightened since the scope for
adding value — while real —will still not be easy to redlise. It isBWCS's
view that this opens up a great opportunity to be more aggressivein
promoting SLAS (service level agreements) on GPRS networks as a way
for mobile operators to achieve market differentiation.

The mobile operators’ ability to do thiswill be related to the level of
network investment they are prepared to allocate. However, the
emergence of mobile traffic solutions — from vendors such as Cellglide —
promises to make the provisioning of GPRS-based SLAs far more
economically attractive to achieve than simply purchasing more base
stations to be deployed throughout the network (see Chapter 3).

Network-based mobile VPNs
Network architecture

Network-based mobile VPNs are primarily targeted at SMEs that do not
have their own dedicated IT resources to install and manage an end-to-end
VPN configuration.

Aswe have already seen (Section 2.4.3), one variant of a network-based
mobile VPN is when the mobile operator hosts the VPN gateway on the
enterprise’ s behalf.

Another variant is when the mobile operator takes on the responsibility of
setting up the secure tunnel between the GGSN and the corporate VPN
gateway (Figure 2.2) —thisis sometimes referred to as ‘ compul sory’
tunnelling. Within this scenario, the enterprise relies entirely on the
mobile operator that its corporate data will travel across both the cellular
and fixed-line networks securely.

The secure connection between the GGSN and the corporate gateway can
be set up in anumber of ways by the mobile operator: it can be done
through IPSec if the public Internet is used, or MPLS (multiple protocol
label switching) in the case of private IP networks. MPLS enables service
providers to be more flexible in the way they engineer their networks than
they can with ATM or Frame Relay PV Cs. With MPLS, VPN links can be
dynamically allocated from a network operations centre; ATM or Frame
Relay PV Cs need to be manually configured to cope with the addition of
new sites.

A number of network operators —including Equant, Infonet and AT& T —
each have their own MPL S-enabled IP networks, which can offer Class of
Service. This opens another door to mobile operators interested in offering
end-to-end SLAs on their VPN products, as opposed to the leased line
route (expensive) and PV Cs (comparatively inflexible). This assumes, of
course, that the radio access link carries with it some quality of service
guarantee.
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Figure 2.2 Compulsory tunnelling architecture
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Whether it isIP tunnels, ATM/Frame Relay PV Cs or an MPL S-based
VPN, the GGSN must devote specific routing resources to the APN if the
mobile operator isto direct traffic to the correct corporate gateway.
Because of this requirement, mobile operators all ocate private APNs to
their network-based VPN customers rather than public ones. For this
reason, a network-based mobile VPN is sometimes referred to as the
‘dedicated’ or ‘private’ APN approach.

By using the public Internet, mobile operators will have to partner with
ISPs to provide the compulsory tunnelling service. MPLS-based VPN
provisioning will also require partnership with fixed-line operators.

If enterprise customers are reluctant to use the public Internet as a medium
for their corporate data, mobile operators — again, in partnership with
fixed-line network operators — could offer ATM or Frame Relay PVC
connections from the GGSN to the corporate gateway. Another option is
to offer adedicated leased line.

BWCS includes al these non-Internet examples as coming under the
umbrella of the network-based mobile VPN. Even when the dedicated
leased line option is used between the GGSN and the corporate gateway,
the mobile user is still sharing resources on the public cellular network
with the am of emulating the security levels of a private network.
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Non-payment of the encryption tax

The great advantage for remote workers attached to a network-based
mobile VPN isthat they can utilise the radio access spectrum far more
efficiently than their end-to-end mobile VPN counterparts. By using a
PPP (point-to-point protocol) link between the end-user device and the
SGSN (serving GPRS service node) rather than IPSec, there is no need to
pay the encryption tax. The encryption mechanisms built in to the radio
access link — the GPRS encryption algorithm (GEA) in the case of GPRS
— provide the security.

If SMEs are to embrace network-based mobile VPNs, they will have to be
satisfied that the GEA isinherently secure. They will also have to be
convinced that the GPRS tunnelling protocol (GTP), which is designed to
separate |P traffic flows between the SGSN and the GGSN, does not pose
any security threat either.

If mobile operators can allay these security fears, or, at the very least,
demonstrate that the advantages of using a network-based VPN far
outweigh any concernsin this area, they will have the chance of
significantly boosting their data revenue.

Higher-margin VAS opportunitiesfor mobile operators

In the absence of end-to-end encryption, it becomes possible for mobile
operators to ‘manipulate’ and analyse datatraffic. That ability opens up
the possibility for mobile operatorsto offer higher margin network-based
VAS services than is possible with voluntary tunnelling.

In a compulsory tunnelling architecture, there are, in effect, two tunnels.
Thefirst is between the mobile device and the SGSN, and the second is
between the GGSN and the corporate gateway. Whether the second tunnel
isaLayer 2 PVC (ATM or Frame Relay) or IPSec-based, it still needs to
be de-encrypted before it can be reformatted for wireless transmission
(using GEA in the case of GPRS). Unless otherwise stipulated by the IT
manager, the radio access link in a network-based VPN will be based on
GPRS specifications.

As data can only be compressed once it is de-encrypted, the split-tunnel
architecture presents an ideal opportunity for mobile operators to offer
network-based software compression and protocol optimisation services.
Rather than selling software compression and protocol optimisation as a
box to be placed behind the corporate firewall (most likely viaits Sl and
reseller partners) as in the end-to-end mobile VPN model —whichisa
low-margin business — mobile operators now have the chance to offer a
higher-margin network-based service.

According to Flash Networks, an Israel-based vendor, software
compression and protocol optimisation can increase the effective data
throughput of GPRS by as much asfive times for e-mail and web access.
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Its own suite of NettGain products can also, so it claims, dramatically
improve Microsoft Exchange connectivity performance (Table 2.1).

Table 2.1 MS Exchange connectivity

Activity Online Nettgain Acceleration
Outlook Wireless Factor
Profile
Log-on 3min 4 sec x 45
Receiving a single text message 10 sec 2 sec X5
Receiving 10 text messages 4 min 20 sec X 12
Downloading a 500K B doc attachment 3 min 42 sec x4.3
Sending a single text message 23 sec 5sec X 4.6
Sending 10 text messages 5min 26 sec x11.5
Sending a message with a 500K B doc attachment | 10 min 2 min 20 sec x4.3
Moving a 250K B message between folders 2min 1sec x 120
Opening the calendar 22 sec 2 sec x 11
Checking attendees availability 1min 15 4 sec x 19
SEC

Basic information:

Device: laptop PC; Win XP OS, GPRS PCMCIA data card

Software: Outlook XP working with Exchange 5.5
Network: A live European GPRS network (3 timeslots downstream, 1 timeslot upstream)

Source: Flash Networks

Other network-based VAS opportunities for mobile operators, courtesy of
compulsory tunnelling, include:

* IDS (intrusion detection system)
» application hosting (MS Exchange, for example)
» gpecid tariff arrangements for dedicated APN users

» using the contact established with SMEs to promote other VAS in
the future.

254 Addressing split-tunnelling security fears

The very process that allows mobile operators to offer network-based
VAS —the de-encryption of corporate data followed by encryption — will
be a source of concern for many IT managers. The perception of
‘exposing’ datawill deter many enterprises from opting for a network-
based maobile VPN, unless the mobile operators can assure them that there
are no security risks associated with this process.

Tzvi Schechori, vice president of research and technology at Cellcom, an
| srael-based mobile operator promoting network-based VPNs to the SME
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market, told BWCS: “ The perception of a security risk isabig, big
problem for us.”

One way that Cellcom attempts to overcome this problem isto call on
CheckPoint —who it believes to be a trusted third party — to verify to
enterprisesthat all corporate datais secure within the mobile network.
CheckPoint (also from Isragl) provides Cellcom with a software-based
firewall designed to protect datawhen it is de-encrypted.

And it isnot just the protection of de-encrypted traffic that is required.
Mobile operators will have to demonstrate that the different traffic flows
going through the optimisation server — say from Bank A and Bank B —do
not get mixed up. (Flash Networks claimsit has the answer to this very
problem with its use of virtual routers—*Virtual Nettgain’ —which
performs the traffic separation function.)

Mobile operators would like to claim that the security risk of split-
tunnelling is more imagined than real, but that’ s not the view of everyone.
“IT managers are usually scared of split-tunnelling because remote users
can be connected to the corporate VPN tunnel and to the Internet
simultaneously,” Vincent Bieri, Cisco’s business devel opment manager
for EMEA security, told BWCS. “Potentially, that could allow an external
user to spread a virus onto the corporate network through the backdoor, as
it were, by jumping on the laptop [of the employeg] viathe Internet.”

Overcoming the security fears associated with split tunnelling will be the
biggest hurdle mobile operators will have to jump in taking this ‘ business
solution’ to market.

Enhanced security with a private APN?

If a network-based mobile VPN configuration avoids the public Internet,
and thus removes the need for tunnelling protocols, mobile operators may
be able to provide the ‘comfort factor’ that many IT managers are after. T-
Mobile Deutschland, for example, argues that its Mobile IP VPN service —
based on a private APN — has sufficient in-built security features that will
appeal to both small and large enterprises.

Using its own GPRS platform in conjunction with the ATM and Frame
Relay networks of Deutsche Telekom, T-Mobile claimsit can provide an
inherently secure end-to-end service from the terminal to the corporate
gateway. Even though the corporate data must undergo the process of de-
encryption and encryption for the ATM/Frame Relay PV Csto be
formatted for GPRS access — and vice versa— the way the T-Mobile's
Mobile IP VPN service is configured means there is no connection to the
Internet (or to other networks) other than the private customer network.
(The ATM or Frame Relay PV Cs terminate at the point of presence (PoP)
closest to the customer; the final leg of the connection is provided by a
private, fixed line.)
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T-Mobile claims that no entity — other than the ‘trusted VPN provider’ —
can affect the creation or modification of a path within this type of VPN.
The perceived security of the Mobile IP VPN service istherefore directly
linked to the degree of trust placed in T-Mobile by the business customer.

An additional security feature of the Mobile IP VPN service, aswith all
the mobile VPN configurations that use a private APN, is that the mobile
operator is ableto ‘screen’ who can have access to the corporate gateway.
Thisis because a user can only access the Mobile IP VPN with an
authorised T-Mobile SIM card.

Unlike the public APNs —which all mobile users can have access to —the
private APN (which maps the Layer 2 PV C to the customer’s VPN) is
only allocated to users who have provided the relevant identity
credentials. Each user, with the same private APN, then forms a closed
user group.

For security reasons, accessto the private APN is controlled by an HLR
(home location register). The checks conducted by the HLR on the SIM
card ensure that only approved users get access to the corporate intranet.
If the IT manager requires an additional username/password check before
corporate LAN access is granted, this can be built into the system.
However, a T-Mobile spokesperson told BWCS that these additional
security checks were not strictly necessary as the private APN approach —
with its closed user group based on SIM-card subscription — provides an
inherently high level of security.

2.6 Application-specific VPNs (SSL)
26.1 Overview

The technology commonly underpinning an ‘ application-specific’ VPN is
SSL (secure sockets layer). Simply put, SSL encrypts data at the so-called
‘application layer’. In practical terms, that means that any end-user device
with aWeb browser can access ‘Web-enabled' enterprise resources.

SSL has a strong pedigree in providing secure data transmission asit is
widely used for e-commerce and online banking (the ‘ padlock’ icon that
appears on the PC screen to indicate a secure connection when buying a
book from Amazon.com, for example, is courtesy of SSL).

A main SSL advantage over IPSec is that there is no need for the IT
administrator to install, configure and manage VPN clients. Instead, by
harnessing the power of the near-ubiquitous Web browser, the ‘ clientless
approach has clear potential to lower device management costs.

Conversely, amain IPSec advantage over SSL stems from not encrypting

at the application layer but at the network layer: IPSec sets up a secure
tunnel through which all corporate LAN applications can be accessed.
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SSL VPNSs, on the other hand, can only access server-based applications
that have an SSL interface or are Web-based (such as Outlook Web
Access).

If corporate LAN applications have to be drastically modified to become
‘SSL friendly’, or the range of applications that the remote user can access
is severely limited when using SSL, then — arguably —it is not atrue VPN
solution at al.

For the purposes of this report, however, BWCS will characterise SSL as
a VPN technology that can be used either as an aternative or complement
to IPSec-based VPNs. The reason for doing so is twofold:

* Remote access to Web-based e-mail (and applications) will be
sufficient, in many instances, for mobile workers to help carry out
their tasks adequately away from the office.

« Therange of applications that SSL vendors can offer accesstois
increasing. Through the so-called ‘ enhanced clientless mode’, where
Java or Active X modules are downloaded to the terminal (most
likely to the laptop), it is possible for end-users to access corporate-
based e-mail (Lotus Notes and M S Outlook) asif they were on the
LAN. The enhanced clientless mode can a so access other
applications, such as SAP and PeopleSoft. Aventail, an SSL-only
vendor, has gone as far as developing afull-blown SSL VPN client,
known as Aventail Connect, which purports to offer the same level
of corporate LAN access as IPSec VPN clients. However, like IPSec
VPN clients, Aventail Connect has to be installed and configured on
the end-user device.

SSL moves by Cisco and Nortel

In November 2003, two major vendors of 1PSec VPN components — Cisco
and Nortel — announced they would be launching hybrid SSL/IPSec VPN
gateway products in the first and second quarters of 2004 respectively. IT
administrators, through one management platform, will now be able to
offer SSL and IPSec access through hybrid solutions.

The intention of Nortel and Cisco to move into the SSL space can rightly
be interpreted as a validation of thisrelatively young market and asign
that it is reaching a new stage of maturity. During 2003, the SSL market
had already begun to consolidate, with SSL start-ups uRoam, Neoteris and
SafeWeb being acquired by F5, NetScreen and Symantec respectively. In
February 2004, Juniper Networks then bought NetScreen. There till
remain afew independent SSL vendors, the major ones being Aventail,
Netilla and Whale Communications.

Theinitial SSL proposition from Cisco is WebVPN, whichisafree
software upgrade to existing customers of its VPN 3000 series of IPSec
concentrators (or gateways). It supports a narrow range of applications,
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including Outlook Web Access, although Cisco has plansto develop its
SSL capability to match the access features of the more established SSL

players.

Although thisis an aggressive pricing move by Cisco into the SSL space,
IT managers will take note that SSL consumes far more software
processing power than IPSec. For its VPN 3005 concentrator, Cisco
reports that one SSL customer absorbs the equivalent processing power of
four 1PSec clients (see Table 2.2). As such, the VPN IPSec 3005
concentrator, which supports 200 1PSec clients, could be transformed into
either 50 SSL connections or a mixture of both — 20 SSL connections and
120 IPSec clients, for example.

Cisco saysit is responding to market demand for secure access to basic
key applications, such as e-mail, without incurring the costs associated
with IPSec.

Table 2.2 SSL capacity on the Cisco VPN 3000 Concentrator series

Number of IPSec Number of ‘clientless | Bandwidth capability

‘tunnels’ supported SSL connections
supported
VPN 3005 200 50 4Mbps
VPN 3020 750 200 50Mbps
VPN 3030 1,500 500 50Mbps
VPN 3060 5,000 500 100Mbps
VPN 3080 10,000 500 100Mbps

Source: Cisco

Nortel’s move into hybrid IPSec/SSL space involves adding SSL
capability, viaa hardware solution, to its Contivity range of 1PSec VPN
equipment. That is expected to become commercialy available in 2Q
2004. The company also launched its VPN Gateway 3050 in December
2003, which offers SSL access. An upgrade to the VPN Gateway 3050 is
expected in 2Q 2004, which will enable it to support IPSec VPN clients.

Prior to announcing its plans for a hybrid SSL/IPSec platform, the
Canada-based vendor had been offering SSL support on its Alteon load-
balancing switch since July 2002. This piece of hardware performs the
function of off-loading SSL processing from serversto increase their
productivity. According to Nortel, the number of Web-based transactions
aserver can typically handleis 20-30 per second, but by off-loading
processing onto supporting hardware the number of transactions can
increase to 1,000 per second. Nortel claimsit has a 50 per cent share of
the SSL accelerator market.
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SSL and IPSec VPNs: a comparison

The two key issues that will occupy the minds of IT managers when
weighing up the pros and cons of each SSL and IPSec VPN solutions for
remote access are: total cost of ownership (TCO) and level of
functionality.

TCO will revolve around the following areas:

» device management (including help-desk support costs and end-
point security solutions)

* VPN gateway investment and maintenance
» formatting server-based applications for mobile terminal access

» end-user training.

Functionality considerations will include the following questions:

* How easy are the mobile devices (including laptops) to use?

» Canremote workers securely access the relevant enterprise
resources to carry out tasks effectively away from the office?

* How easy isit to set up extranets with business partners and/or
customers?

Getting objective answers to both these areas, particularly on TCO, is ho
easy task. The SSL-only vendors, for example, generally see their
solutions as competing head-on with IPSec VPNs for remote access
working. In doing so, there is a danger that they exaggerate the
shortcomings of their IPSec ‘ opponent’ as part of their strategy to promote
their own products.

Aventail, in one of its white papers — Comparing Secure Remote Access
Options: 1PSec VPNS versus SS. VPNs — talks about there being ‘ no easy
solutions' for NAT traversal (arequirement for IPSec VPN devices using
private IP addresses). Thisis perhaps to overstate the problem since NAT
Traversal products — by the likes of Cisco, Nortel and Lucent — are well
established in the marketplace and come as part of their VPN ‘box’.

Itisunlikely that IT managers of large organisations, when weighing up
their remote access options, will choose one solution over the other. The
most likely scenario is that a mixture of both will be deployed, with
‘higher level’ staff having accessto both afull range of corporate LAN
applications (IPSec) and e-mail (IPSec and/or SSL), while other
employees (identified by the IT manager) have access to e-mail only
(SSL).
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SSL advantagesover | PSec-based VPNs: summary

Easier and cheaper to administer than VPN solutions based on IPSec
clients. However, if SSL end-point security solutions, such as digital
certificates and/or hardware tokens (which generate one-time
passwords) are used, the extent of that advantage will be reduced.
The use of SSL clients will also undermine the IT administration
cost advantage over 1PSec clients.

Easier to set up extranets. Dueto lack of interoperability between
different vendors' 1PSec-based equipment, enterprises may be
thwarted in their attempt to build extranets with their customers or
partners (different IPSec vendors). SSL-based solutions, through the
use of standard Web browsers, would not encounter the obstacle of
vendor non-interoperability.

By operating at the application layer, SSL isimmune to the NAT
issues that IPSec VPN clients have to deal with. It aso makes
corporate LAN access easier when making site visits to customers
or partners. The visited network may have afirewall policy, for
example, which blocks outgoing traffic based on IPSec. SSL would
not face that limitation.

Mobile voice VPNs

Although this report is primarily focused on data connectivity, it is
possible to identify a mobile voice VPN. Thisiswhere the public cellular
network offers PBX functionality. Such a network configuration will
allow mobile phone usersto call colleagues by using the ‘ short codes’ of
their existing fixed-line extension system. The strategic merits of this
service for mobile operators are assessed more fully in the profile on
Ericsson, aleading proponent of mobile voice VPNs (see Chapter 7).
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Barriers to Adoption

Overview

There are numerous reasons why an enterprise might decide not to
mobilise large portions of their workforce. First and foremost, IT
managers and ClIOs may simply see no productivity benefit or meaningful
return on investment (ROI) to be gained by adopting a mobile VPN
solution. The feedback BWCS has received from both mobile and fixed-
line operators (which wholesale mobile network capacity), when they seek
to explain the poor mobile VPN take-up rates among their business
customers, suggests that thisview is a prevalent one among C-level
executives.

That being so, there is a strong case for making a more vigorous effort to
educate different vertical industry sectors as to the potential productivity
and competitive benefits that mobile access to up-to-date corporate LAN
information and applications can bring. Mobile operators who best
understand the business needs of their customers clearly have the best
chance of successin the mobile VPN space.

Concern about security is another obvious barrier to adoption. Although
VPN technology, by its very nature, is designed to address these concerns
head-on, mobile VPNs are not always assumed to be secure. Aswe have
seen in Chapter 2, mobile operators wishing to promote network-based
mobile VPNs that use ‘ split-tunnelling’ — with the potential of introducing
higher margin services to their customers — face the problem of
convincing IT managers that they can be trusted providers.

Total cost of ownership is also an overriding concern. Not only does the
cost of mobile data, terminals and (where required) application
reformatting for mobile access need to be considered, but the on-going
overheads of device management (installing and updating VPN clients)
and help-desk facilities to support mobile workers have to be factored in.

In addition, to keep capita expenditure down to a minimum, enterprises
that have aready invested in fixed-line VPN equipment want their mobile
VPN extensions to be as compatible as possible with existing
infrastructure and current versions of |aptop operating systems.

It would be unfair to say that mobile operators are unaware of these
concerns. Each of the operators profiled in this report — Vodafone, mmO2
and T-Mobile (Chapter 5) — are making strides to address these issues
with the help of vendor and system integrator partners.

The fact remains, however, that mobile VPN adoption has yet to gain
momentum. This chapter focuses on two key areas why this has been the
case:
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* Theinadequacy of GPRS as a transmission medium for end-to-
end I PSec VPN traffic. Although mobile operatorsin Europe are
moving forward with commercial 3G network launches, coverage
will not, in the short-term, match the ubiquity of GPRS. Maximising
GPRS performanceis still a priority for mobile operatorsif they are
to gain competitive advantage. Mobile traffic shaping solutions
appear to be one way to boost GPRS performance.

* Prohibitively high (and unpredictable) mobile data charges.
Mobile operators are making headway in pricing mobile data more
attractively but thereis still room for improvement, particularly on
international roaming charges.

Finally, this chapter gives attention to the issues surrounding smartphone
support. If mobile data usage among the enterprise workforceisto
become widespread, the ability to provide cost-efficient help-desk
facilities for smartphone users — both for SSL and IPSec VPN traffic —
will be required.

Smartphones, particularly those using Microsoft operating system (OS)
software — with its promise of easy synchronisation with desktop
applications (where Microsoft is dominant) — are set to become more
pervasive in the enterprise space.

Unreliable GPRS data performance
Overview

“ GPRS service performance today is totally uncontrolled and
unpredictable. As a result, the quality of GPRS services in some key
European marketsis already very bad and is rapidly decreasing as GPRS
usage increases. This problem significantly threatens the future growth of
GPRS services.”

These were the words of Haim Zelikovsky, EV P of marketing for Isragli-
based Cellglide, speaking at a mobile Internet conference held in Parisin
November 2003.

As Céllglideis a provider of ‘mobile traffic shaping’ solutions (which are
specifically designed to address the problem of performance
unpredictability), it may be tempting to conclude that Zelikovsky is
exaggerating the shortcomings of GPRS to draw attention to his own
company. From the research undertaken by BWCS in the compilation of
this report, however, there is no reason to believe that Zelikovsky is
overplaying his hand. No mobile operator, to BWCS' s knowledge, was
offering service level guarantees over its GPRS network by the end of
2003. And enterprises themselves — a market segment that has become
accustomed to SLAs from their fixed-line service providers — have been
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slow to warm to GPRS as a means to remotely access their corporate LAN
or web-based applications.

The general lack of enterprise commitment to GPRS can’t only be
explained by the absence of SLAS: total cost of ownership, security, ease-
of-use and the desire for a demonstrable ROI are al key issues as well.
However, lack of reliability is still asignificant stumbling block.

Some, like Lucent Technologies (Chapter 7), would go so far asto argue
that there is insufficient spectrum on the GPRS platform to persuade
enterprises that it can be used for anything other than basic e-mail access.
Y et Cellglide maintains that, with the appropriate mobile traffic shaping
technology, mobile operators can maximise their GPRS investment by
offering their consumer and business customers extra services they would
be willing to pay for. This can only be done, though, if those services have
certain QoS guarantees attached to them.

Why is GPRS unrédliable?

A brief look at how GSM/GPRS spectrum is utilised tells us why GPRS
data performance becomes more unreliable when usage increases. GPRS,
like GSM, uses the TDMA (time division multiple access) technique and
that requires discrete parts of the cell spectrum (usually 200KHz) being
divided into so-called ‘time-slots’. This 200KHz chunk of spectrum
(known as acarrier) istypically divided into eight time-slots (which are
also known as channels).

For GPRS data usage, mobile operators typically assign four time-slots to
each end-user device for downloading data and one time-sot for
uploading. If one user has exclusive use of all four time-slots, then he or
she will receive throughput in the region of 40Kbps. However, as
spectrum is afinite resource, it often happens that time-slots have to be
shared among the different GPRS data users who are located within the
same ‘cell’ (aregion of the mobile network defined by the radius of one
base station). The contention for the same resources |eads to performance
degradation.

To borrow the analogy used by Cellglide, the GPRS radio access network
(without mobile traffic shaping) is equivalent to different vehicles
(applications) colliding with each other across different lanes (channels).
The end result is chaos and each vehicle is delayed from reaching its
destination.

Heter ogeneous and bur sty data equals chaos

Adding to the ‘chaos' in the GPRS cell is the nature of the data traffic
itself, which is ‘ heterogeneous and bursty’. It is heterogeneous because
there are multiple applications with different requirements competing for
the same finite resources. For example, rich media streaming, which
requires a constant bit-rate, could be competing with afile transfer session
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for the same capacity resources, which is not as time sensitive. However,
with the way GRPS networks are set up today (without traffic shaping) the
mobile operator has no way of identifying individual services and can not
give one type of application preferential treatment over the other.

Secondly, GPRS data traffic demand is ‘bursty’ because it makes no
constant demand on capacity resources. For example, over a period of
time, there will be peaks and troughs of data traffic demand on asingle
cell as a changing numbers of users — with fluctuating application requests
— interact with the GPRS network. By contrast, the available cell capacity
remains relatively constant over that same period of time but significantly,
in many instances, below the ‘peak’ demands made upon it. When that
happens, users experience performance degradation.

One way of solving that problem would be to add more GPRS capacity
throughout the network — the *brute force’ approach as Zelikovsky callsiit.
But that, says Cellglide, would be unnecessarily expensive.

3.24 The Céllglide proposition: Mobile Traffic Shaper (MTS)

Extending the vehicle and lane analogy, Cellglide’s mobile traffic shaping
solution professes to act as a *traffic policeman’. It makes sure that
different types of ‘vehicles' (applications) are allocated to dedicated lanes
(channels) according to prior agreements made between the mobile
operator and the end-user. The result is that mobile operators can offer
service level agreements on certain services and applications.

Cellglide officially launched its Mobile Traffic Shaper (MTS) service
node product, which fills up a standard seven-foot rack, at the 3GSM
Congress event held in Cannes in February 2003. Sitting at the * edge of
the network core’, with traffic-monitoring links feeding into the GGSN
(Gateway GPRS Support Node), the mobile operator can get a visual real-
time view — a screen display — of how individual applications are
performing on all cellsthe GGSN supports.

If the MTS performs as Cellglide says it does, then the mobile operator
will be able to ‘smooth’ the troughs and peaks of the bursty data traffic to
match the constant available capacity on the GPRS cell. For example, a
large portion of mobile data traffic will be e-mail, but it isn’t astime-
sensitive as, say, video streaming. As such, video streaming data packets
will be given priority over e-mail data packets, thus creating a‘levelling’
of the peaks and troughs of traffic demand commonly seen in GPRS cells
that don’t have some form of mobile traffic shaping. And if the
monitoring tools reveal thereis still capacity shortage within particular
cells, then those can be addressed individually without having to make a
blanket investment across the whole network.

In practical terms, the mobile operator can now offer application

performance guarantees and, potentially, extra revenue from the enterprise
sector. It aso provides an important opportunity for mobile operators to
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avoid being relegated to the role of mere pipe providersin the mobile
VPN space. By owning the mobile network, it is only they who can offer
service policies per application and it is only they who can prioritise
traffic based on:

 useriD

» the source of the traffic, based on the APN

» devicetype

location (based on cell 1D)

e fime.

Unlike software optimisation and compression platforms, MTSis
deployed within the network both for end-to-end and network-based
mobile VPNs. Thereis no difference in the degree performance
enhancement for either type of mobile VPN, says Cellglide.

“Our proposition has been validated in a series of meetings [November
2003] with Tier 1 operatorsin Europe, including Orange UK, Orange
Swiss, Vodafone UK, TIM, WIND and Omnitel,” Nir Zamir, director of
global marketing for Cellglide, told BWCS. “All operators that have been
exposed to the solution have chosen to continue with it and explore further
the integration of the system within their networks.”

At the end of 2003, Cellcom — Israel’ s largest mobile operator with three
million customers — said it was on the verge of launching commercial
services based on the MTS product after trialling it throughout the year.

According to Cellglide, atypical installation of the MTS —to serve one
GGSN —would cost in the region of US$1 million.

Which applications need SL As?

Cellglide identifies a number of applications that would require some
form of service level guarantee if customers were to pay for them. These
include:

» wireless point of sale

* remote control and command
* machine-to-machine

* video streaming

* push-to-talk.

For the corporate space, Cellglide highlights the potential of wireless
point of sale as a new and lucrative revenue stream for mobile operators.
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“We have one project with a Spanish mobile operator who has a corporate
customer with 20,000 mobile sales people selling lottery tickets,” says
Zamir. “ They need to be constantly and securely attached to their
corporate network and have a guaranteed quality of service [for wireless
credit card transactions] in order to sell tickets right up to the legal
deadline. That wasn’t possible over GPRS until MTS.”

3.2.6 Cellcom: a mobile operator’sverdict on MTS

To verify the claims made by Cellglide for mobile traffic shaping, BWCS
contacted Cellcom in December 2003, a mobile operator who had been
testing MTS within its network for 11 months. “We' ve finished the trial
process [with MTS] and the results are exactly in accordance with the
expectations and specifications set by Cellglide,” Tzvi Schechori,
Cellcom’ s vice president of research and technology, told BWCS.

In the corporate space, Schechori concurs with Cellglide that wireless
point of sale will be akey areafor Cellcom to play in; MTS will help it
avoid the prospect of competing for business customers purely on the
price of the pipe compared with other mobile operators, whichis
Schechori’ s biggest fear.

“For wireless point of sale, we're not competing with other mobile
operators but with the fixed-line service providers, such as banks,” he
says. “With MTS we can now go to the enterprise and say we can
guarantee that the end-to-end process of taking the credit card from the
customer and completing the sale will take no longer than seven seconds
[without M TS, the same transaction can take up to 40 seconds]. If you
can't offer that guarantee, then corporate users aren’t going to use the
network. It’s the difference between having and not having the customer.
And, of course, we can offer the added convenience of mobility, which
the fixed-line service providers can't.”

Other industry sectors for which Schechori sees MTS having a use include
the emergency services. “We can now offer ambulances, hooked into our
network, performance guarantees,” he says. “We can give their
communications priority, even when we have a mass calling event over
our network.”

It is Schechori’ s view that while consumers are willing to pay for a best-
effort service, thisis not acceptable in the corporate space for applications
other than e-mail. Business users, he contends, will be willing to pay a
premium for QoS guarantees. Although Cellcom has done internal
research into how much corporates would be willing to pay over and
above its standard GPRS data tariffs, Schechori declined to share those
findings with BWCS.

Cellcom is planning to upgrade its GPRS network to EDGE (Enhanced

Data Speeds for GSM Evolution) during 2004, which will increase date
rates by three to five times compared with GPRS. MTS is also compatible
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with EDGE, and Schechori expects the network upgrade will allow it to
make an even more aggressive pitch to the business customer.

Mobile data pricing
Too high

For amobile data service that seeks only to emulate PSTN dial-up
throughput performance, operators have — historically — priced GPRS
tariffs at spectacularly high levels, especially when you consider the
absence of service level guarantees. When GPRS was first commercially
launched Europe in 2001, the typical cost of sending or receiving IMB of
data was €20.

There are encouraging signs in the marketplace, however, that mobile
operators are now reducing their data tariffs to more acceptable levels. T-
Mobile, for example, openly admitted in April 2003 that it had got its data
pricing completely wrong when it slashed its per megabyte chargesin
each of its European markets by 70 per cent. That took the price per
megabyte down to around the €10 mark for subscribers not signed up to
any of its data packages.

The promotion of data bundles by mobile operators is aso bringing down
the cost per megabyte. In March 2004, T-Mobile in Germany launched a
series of data packages to stimulate greater usage: ‘light’ users can now
get 2MB for €10 on its Data 2 option, while ‘heavy’ users, on its Data Flat
500 package, receive 500MB of data for €110.00 a month — that’s a cost
of €0.22 per MB if the entire budget is used.

Mobile operators are beginning to recognise that IT managers will

actively discourage their mobile workers from using GPRS if information
can be updated and synchronised with the corporate LAN at the end of the
day — either at home, back in the office or even in a hotel room abroad — if
it is cheaper to do so and has no significant bearing on the company’s
competitiveness. Thisis particularly true for enterprises that already have
toll free numbersin place, which reduce national and international PSTN
dial-up charges.

Y es, enterprises will be willing to pay a mobile data premium over PSTN
dial-up connections to take into account the ‘ anytime, anywhere’
convenience, but the trick for mobile operatorsisto pitch the pricing of
mobile data at levels that accurately reflect its worth. At the moment,
particularly for international roaming, data charging seems over-priced.

According to figures compiled by the INTUG (International
Telecommunications Users Group) from operators’ websites — see Table
3.1 — users who roam onto the four networks in the Netherlands (which
INTUG sees as atypical European market in terms of pricing) can pay in
excess of €15 per megabyte. Subscribers to Proximus, a Belgian mobile
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operator, will pay €15.13 per megabyte if they roam onto either the
networks of KPN and V odafone. The cheapest rate for dataroaming is
between V odafone networks (Vodafone UK on VVodafone NL) at £5.88
per megabyte.

Table 3.1 GPRS roaming in the Netherlands (as of November 2003)

[ I
Proximus | '
HT Mobile  p——
E 1 , OKPN
= Orange France
E 9 1 O Orange
I .
g Slngtel —] m T-Mobile
o . @ Vodafone
= T-Mobile USA [
Vodafone UK
]

o

5 10 15 20
€ per MB for GPRS

Source: INTUG/mobile operators websites

“Thistype of pricing isinsane and can be seen in other countries, too,”
Ewan Sutherland, INTUG’ s Executive Director, told BWCS. “When | was
in Australia [early 2004] and staying at the Intercontinental Hotel, | paid
€10 for the use of a broadband connection, installed in the room, for 24
hours. Why should | use GPRS?’

Although you would expect a users group to complain vehemently about
pricing, Sutherland neverthel ess raises an important issue that mobile
operators need to address. There is a perception among end-users that
mobile data pricing abroad is in the same exorbitant price league as hotel
telecom services and, in some instances, more expensive. Thiswill hold
back mobile VPN adoption. Moreover, high per megabyte charging will
frighten IT managers even more with the introduction of 3G dueto its
ability to send and receive larger volumes of datain a shorter space of
time.

To remove mobile data pricing as an obstacle to mobile VPN growth,
mobile operators need to do two things:

* givelT managers easy-to-understand tariff packages that allow them
to predict accurately their monthly mobile data usage costs; and

* demonstrate the value of mobile data usage to justify those
predictable costs.
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Charging by the megabyte brings with it something that IT managers,
arguably, dislike more than the high charges themselves — unpredictability
of costs. IT managers, in al likelihood, will not be able to forecast
accurately how much data their mobile workforce will consume each
month. There is no widespread understanding among end-users of what a
megabyte means in practical termsand it is extremely hard, if not
impossible, to predict the amount of data that a mobile worker may
require in the field anyway.

Mobile operators can offer graphical user interfacesin an attempt to make
data usage more transparent. Vodafone's * Dashboard’, for example,
shows how much data has been consumed as a bar indicator on the laptop.
However, to allay IT managers fears surrounding unpredictability of
costs within the per megabyte tariff model, they would need to be able to
enforce data usage limits on their mobile workers (not easy) and to have
consistent per megabyte charges across different territories (emerging
slowly).

The most common strategy employed by mobile operatorsin Europe to
reduce the element of cost unpredictability isto offer data bundles at aflat
rate to give the ‘all-you-can-eat’ fedl.

The Vodafone Group, following on from the launch of its 3G/GPRS
Mobile Connect Card in February 2004 in seven European territories (UK,
France, Germany, Netherlands, Italy, Spain and Portugal) released price
plans based on the widely-used principle of the more data subscribed to,
the cheaper it is per megabyte. This assumes, of course, that the majority
of data allowed in the month is consumed.

Table 3.2 Vodafone UK Mobile Connect 3G/GPRS data card prices (announced

February 2004)

Barriers to Adoption 41

User profile  Minimum Standard MB bundle Promotional Out of
card price tariff included per MB bundles bundle
(excluding (excluding month per month price per
VAT)* VAT) per (until October = MB (excl.
month 2004) VAT)
Low user £150 (€225) £10 (€15) 5 No Promo £2 (€3)
Medium user £100 (€150) £20 (€30) 25 50 £1.50 (€2.25)
High user £80 (€120) £45 (€67.5) 150 300 £0.75 (€1.125)
Power user £50 (€75) £85 (€127.5) 500 1,000 £0.50 (€0.75)

*17.5 %; Exchangerateused: £1 = €1.50; Source: Vodafone UK
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Vodafone UK says that its data pricing levels, along with its distinction of
four types of user, are based on ‘ extensive research’ with trial customers.
In particular, these different types of users were found to have the
following characteristics:

* Low-user (average usage of 4AMB per month) — One-man-band
business using an Internet-based account and occasional Web
browsing. Travelsinfrequently but wants to be in touch when
needed.

* Medium user (average usage of 20M B per month) — SoHo
business with a need to be mobile around 40% of the time. Uses
laptop to show clients the company website; also uses Internet-based
e-mail account when on the move.

* High user (average usage of 150M B per month) — SME business
(up to 250 employees) employing multiple sales people or
consultants that are mobile 60% of the time; strong need to connect
to company network to receive and send e-mail as well asto access
company systems and applications while on the move.

» Power user (average usage of 430MB per month) — Suitable for
international business travellers that are mobile 85% of the time.
Vital need for constant access to company network: downloading
and uploading presentations while accessing company systems and
applications, plus e-mail access. Also requires access to the Internet
in the UK and in other European countries.

T-Mobile UK isthefirst European mobile operator that BWCS is aware
of to offer agenuine ‘all-you-can-eat’ tariff package — that is, one without
any limits on data usage. For £70 (€105) per month, T-Mobile UK is
offering unlimited data access over its GPRS, 3G and WiFi networks.
Thisis an aggressive move by T-Mobile UK although, significantly, it has
marketed the service as a‘ special introductory offer’. It is clearly leaving
the door open to withdraw the offer, without loss of face, if the transport
costsincurred by T-Mobile UK should become too high to support it.

Although the all-you-can-eat approach is one which should attract I'T
managers, the T-Mobile UK offer looks expensive when compared to
KDDI’s Au Win service in Japan. Using KDDI’'s CDMA2 1X EV-DO
network, voice customers can purchase unlimited monthly data usage for
4,200 Y en (€33) with download speeds of up to 2.4Mbps on a best-effort
basis. In the US, Verizon offers monthly unlimited data usage over
CDMA2000 1X network — 40-60K bps download speeds, bursting to
144K bps — for US$79,99 (€68).

Mobile operators are also making progress in removing inconsistency in
roaming charges, which, traditionally, have varied markedly from country
to country. Vodafone UK, for example, since November 2003, has been
offering its data users roaming rates of £5 per MB (excluding VAT) on
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other V odafone networks and £8.75 per MB (excluding VAT) on non-
V odafone networks.

This consistency of roaming chargesis not restricted to the Tier One
players with large footprints. O2 UK, for example, offers per megabyte
charging for its‘ Tier A’ partners at £6.00 (excluding VAT), which applies
to alarge number of operatorsin Europe and Asia. O2 UK subscribers
would be well advised, however, to check who the mobile operator’s Tier
B partners are — roaming onto those networks would cost £18.00 per MB
(excluding VAT).

The FreeMove aliance — comprising Orange, TelefonicaMoviles, TIM
and T-Mobile — has also highlighted the need for ‘simple and predictable’
roaming price plans between the networks of its members and non-
members; it also amsto offer afixed price for Blackberry roaming
anywhere in the world on any network. These intentions were announced
at a press conference held in London in March 2004. Hard details,
according to FreeMove, will emerge during the course of 2004.

Different approachesto mobile data pricing
Group shared bundles and ‘rollovers

One of the most innovative mobile data pricing packages available in the
marketplace today comes from O2 in the UK with its GPRS ‘ group shared
bundles’ and the facility of being able to ‘roll over’ unused data from one
month to the next.

The principle behind the scheme is that data bundles can be shared
between some or all of the mobile devices in the company rather than
simply being used by one individual.

Table 3.3 Tariffs for O2 UK’s GPRS group shared bundles

Group shared bundles
(with voice calling plan or as data only)

1/4GB 1/2GB 1GB (1024M B)
First user £180 £330 £460 £560
subscription
Additional user £3.50 £3.50 £3.50 £3.50
subscription
Inclusive data 256MB 512MB 768MB 1024MB
Rollover of 3 months 3 months 3 months 3 months
unused inclusive
data
Rate per MB £0.85 £0.85 £0.85 £0.85
exceeded

*All prices are exclusive of VAT

Source; 02 UK
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Time-based billing for packets

As an adternative to its volume-based data bundles, V odafone Germany
launched a series of time-based billing packages in February 2004 to
coincide with the commercial launch of its 3G/GPRS Mobile Connect
Card for laptop users (Table 3.4).

Table 3.4 Vodafone Germany: time-based data tariffs

Tariff option Time allowed Monthly charge Overrun charges (for
each extraten-minute
block)
TimelL 2 hours €11.60 €2.20
Time XL 10 hours €34.80 €1.51
Time XXL 30 hours €69.60 €1.04

Source: Vodafone Germany

T-Mobile Deutschland, effective from 1 May 2004, also offers three time-
based packages: ‘ Time 120" (120 minutes of mobile data transfer for €10);
Time 600 (600 minutes for €35); and ‘ Time 1800" (30 hours for €70).
Data can be accessed over T-Mobile Deutschland’s 2.5G, 3G or WiFi
networks.

The advantages of this billing approach are that IT managers are aready
used toit and it isfar easier to understand than per megabyte charging.
The disadvantage is that end-users will be paying for ‘thinking time’ and
not for the amount of data downloaded (as in the volume-based model).

Vodafone and T-Mobile say they have identified a demand for this type of
billing, so it would make sense that they provide this option as another
tactic to increase mobile data usage over their packet-switched networks.
It would also seem to indicate a significant level of dissatisfaction among
business customers with volume-based billing.

3.34 Mobile e-mail: the need to address | T managers cost concerns

Aside from the problem of convincing IT managers that granting mobile
e-mail access to employees throughout the organisation can give
significant productivity gains (Chapter 4), there is also the issue of cost.

IT managers — at least according to those trying to sell mobile e-mail
solutions into the workplace — are resisting widespread mobile e-mail
access adoption within the enterprise because they fear that data costs will
spiral upwards uncontrollably. If ‘aways-on’ GPRS access to corporate e-
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mail is given to all mobile employees — not just senior managers —then I'T
managers believe that the greater amount of data that inevitably would be
consumed would exceed wildly the usage caps placed by the mobile
operator on existing data packages.

One vendor trying to promote widespread mobile e-mail adoption within
the enterprise — and break down the perception that pervasive mobile e-
mail access equates to dramatically higher bills—is Mobeon, a Sweden-
based company supplying mobile e-mail and IP-based messaging
solutions.

Owned 70 per cent by Brainheart Capital (a Swedish venture capital
company) and 30 per cent by Ericsson, Mobeon reports that I'T managers
are the greatest points of resistance to expanding the mobile e-mail access
market. Although employeeslikeit and find it useful (Mobeon says that
74 per cent all mobile users who have been provisioned with e-mail access
continue to check their mailboxes daily), IT managers are not biting.
According to Mobeon’s channels to market for its mobile e-mail access
product — mobile operators, systems integrators and resellers — perceived
high cost and lack of value in the service are the two main stumbling
blocks.

Y et, according to Mobeon, concerns over cost are misplaced. Unlike the
RIM Blackberry messaging solution, which is proprietary and requires
dedicated end-user devices, Mobeon’s ‘ Airlook’ product (which can be
rebranded under white label OEM agreements) allows e-mail access from
workers standard mobile phones, PDAs or notebooks. (A main
Blackberry advantage over Airlook isthat it isa‘push’ service —incoming
e-mails are sent to the device — whereas browser-based solutions like
Airlook require the user to ‘pull’ the e-mail to the device after actively
browsing the mailbox.)

Key to driving down costsis the Airlook PIM (personal information
manager) server, which isinstalled within the company’sfirewall DMZ (a
de-militarised zone that separates internal and external zones), which
present a‘low overhead interface’ to Microsoft Exchange and Lotus
Domino over HTTP or WAP (wireless application protocol). By paring
the message text and attached files down to the minimum, Mobeon argues
that it can offer enterprises a significantly more cost-efficient mobile-
email solution than a standard GPRS connection to Outlook Web Access
(OWA).

Asfar back as February 2003, Mobeon published a white paper detailing a
cost comparison between OWA and Airlook based on atrial using

V odafone Sweden’ s network. Technical details of thetrial and data costs
are shown in Tables 3.5 and 3.6.
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Table 3.5 Technical details of trial contrasting OWA access and Airlook

GPRS card Nokia D211

SW Version 3.25

APN Internet.vodafone.net

GPRS signal strength 100 percent

Exchange version Exchange 2003, Beta version
HTML browser Internet Explorer (version 6.0)
OS on computer Windows XP

Source: Mobeon

Table 3.6 Cost details of trial contrasting OWA access and Airlook

Fixed cost/month SEK65 (€7.2) (including 2M B)

Cost of additional KB SEK0.016 per KB (€0.0018 per KB)
Cost of additional MB SEK 16 (€1.77)

Currency exchange SEK 100 = €9.05

Source: Mabeon
The key findings of the trial were:

* The cost of logging onto the Airlook application is three per cent of
the cost of logging onto Microsoft OWA (Mobeon uses 12K B of
data, Microsoft OWA uses 421K B). If auser logs onto the
application twice a day every workday in the month, the cost
difference starts to become noticeable, with €0.84 per month for the
Airlook user and €29.7 per month for the OWA user.

* Thecost of using Airlook to check and read e-mailsis 16 per cent of
using OWA (an Airlook user who opens and reads five e-mails
twice aday every workday in the month costs €2.80 per month; an
OWA user costs €16.79 per month).

* Thecost of performing standard procedures using Airlook is 19 per
cent of the cost using OWA. Standard procedures include reading
and sending e-mails and checking calendars — €8.20 per month for
Airlook, €42.7 for OWA. For a company with 2,000 employees,
Airlook costs €1,640 per month, while OWA costs €8,540 per
month. On ayearly basis the difference is €19,680 compared with
€102,480 for OWA.

* From an end-user convenience perspective, thetrial also revealed
that Airlook had a significant advantage. The time to log onto
Airlook took an average of four seconds compared with the average
time of three minutes and 33 seconds for OWA using the GPRS
card.

If we accept that these findings are accurate and that thereis still a heavy
resistance to mobile e-mail solutions based on the grounds of cost, then
clearly thereis an education gap in the marketplace. The challenge isthere
for mobile operators and interested parties to try and bridge that gap.
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Smartphone support management
A growing problem

The smartphone is a mobile telephony device that allows additional
computing functionality with one-handed input. To distinguish it from
voice-enabled PDAS (personal digital assistants) we can say that the
smartphone is a mobile phone with data applications added onto it. With
the PDA, thereverseistrue. It's adata-orientated device, with a
comparatively large screen, and doesn’'t lend itself to spontaneous mobile
telephony (holding alarge, square-like device to the ear is not an
attractive prospect for many end-users).

Asthe retail price of the smartphone comes down and its reliability and
functionality improves, its take-up by both consumer and business
customers will inevitably increase.

The growth of the smartphone market will place a greater strain on the
customer support resources of the mobile operator, device manufacturer
and the enterprise IT manager. Thisis simply because the device isfar
more complicated to set up and use than a standard handset, which will
lead to a greater number of help-desk calls.

“Smartphone users will quickly become frustrated if they can’t do what
they want to do easily,” Andrew Wyaitt, vice president of strategic
marketing at UK-based Intuwave, told BWCS. “ The main reason for that
istheir service-level expectations are high since they equate the
smartphone with the mobile phone. They have become used to ‘ dialtone’
levels of reliability and simplicity.”

To illustrate the comparative complexity of the smartphone, Intuwave — a
provider of software designed to make smartphone support management
easier —holds up the Sony Ericsson P800 as an example. With this
smartphone device, there are over 12 parameters to set before the e-mail
function can work. “It isalmost inevitable that a user is going to input at
least one of those parametersincorrectly,” says Wyaitt.

The large scope for error surrounding e-mail set-up on the smartphone
should be amajor concern for mobile operators. If users can’t access the
service on their smartphone, they will more than likely call up the mobile
operator — rather than the device manufacturer — to sort out the problem.
And if that leads to an unsatisfactory customer service experience, then
the likelihood of churn increases and the rate of mobile data take-up slows
down.

It also wouldn’t auger well for persuading IT managers to mobilise more
complex applicationsin the future, which would generate more mobile
datatraffic. If mobile operators can’'t get e-mail support right, or if they
can't at least provide enterprises with the tool-set to support their
smartphone users, how could they convincingly persuade business
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customers that they would be able to provide cost-efficient support for
more complex mobile applications — such as sales force automation —in
the future?

The cost of smartphone support

Asit stands at the moment, Intuwave asserts that smartphone customer
support has the potential to cost mobile operators £9 billion a year
worldwide by 2007. It arrives at that figure by making the following
assumptions:

e 150 million smartphones will be shipped out in 2007

* asmartphone user, on average, will make two 15-minute calls per
year to the mobile operator’ s support staff

» each minute of the call will cost the mobile operator £2 in fully-
weighted staff costs.

Intuwave has, of course, a vested interest in describing smartphone
management as the ‘ number one’ problem for mobile operators’ customer
support staff. It did, however, go some way to providing independent
information to back up its claims with the publication of commissioned
research undertaken by Taylor Nelson Sofresin November 2003. After
interviewing 95 smartphone usersin the UK, all aged over 16, the survey
found the two most common areas of frustration were:

* not knowing what features are available (30 percent); and

» not knowing how to download applications (29 percent).

Additional findings of the survey found that e-mail was the most popular
application (44 per cent of the respondents said they used it) while another
19 per cent said they would like to use e-mail but didn’t (presumably due
to alack of knowledge of how to do so).

There’ s no reason to believe that corporate users are inherently more
sophisticated than consumers and would not find the same level of
difficulty as those interviewed by Taylor Nelson Sofres. In fact, they
could be more disadvantaged than consumers since they are more likely to
be confronted with more complex tasks, such as the synchronisation of the
device with the PC. “Those kind of procedures are generally beyond the
grasp of most enterprise employees,” says Wyaitt.

But couldn’t IT departments simply train up their smartphone usersto
avoid alot of these usability problems? “It’ s not as easy asit sounds,”
argues Wyatt. “How, for example, would you train up, say, 50 workers on
how to use a smartphone when it has got such a small screen? Yes, you
may use on overhead projector but even then that’s not going to be a
straightforward exercise. An alternative would be for the IT manager to go
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around each employee and explain how the smartphone works and what
the correct settings are, but that would take up alot of time and wouldn’t
be practical. Another way is to use remote support techniques, which area
lot more cost-efficient.”

The Intuwave proposition: m-Support

Intuwave has devel oped a software-based customer support product,
which, it claims, makes it considerably easier and cheaper to diagnose and
fix problems on the smartphone compared with the conventional help-
desk approach. Called m-Support, the system allows the CSR (customer
sales representative) to graphically view and control a smartphone
remotely on an Internet-connected PC. The remote smartphone user could
either be hooked up to the Internet viaa GPRS or Bluetooth connection.

Although Intuwave had not yet announced any commercial contracts for
m-Support by the end of 2003, it was trialling the system with mobile
operators in the UK. It has also been active in providing live
demonstrations of m-Support, one of which was attended by BWCS.

For the purposes of the demonstration to BWCS, Intuwave used a Nokia
3650 smartphone over a GPRS connection; the problem to be fixed was a
faulty e-mail connection. To access the support service, the user first of all
clicks on the phone’ s m-Support icon (which can be modified or branded
to suit the mobile operator in acommercial implementation). Once the
user clicks on the m-Support icon, the CSR immediately sees that in the
form of atelephone number on his screen. The CSR then sends a text
message requesting a password. Once that is verified, m-Support can be
used. Network security for m-Support, which is web-enabled, is provided
by SSL encryption.

“One compelling feature of the system,” adds Wyatt, “is that the need to
ever call the CSR, with the prospect of waiting 15 minutes or so on an

IVR [interactive voice response system], can be removed. Once the
smartphone user clicks on the support button and is registered on the
system, the CSR can analyse the phone on the user’ s behalf and
understand what the problems are before making any interaction with the
customer.”

m-Support is able to do this because it can access system and application
information on the device. The CSR can see, for example, which model
the smartphone is, how much memory it has left, aswell asits GPRS APN
(access point name) settings. It also has access to e-mail settings and, in
recognition that this data application is one of the most popular among
corporate and consumer customers, the m-Support software has applied a
set of rules to those settings. In practical terms, that means that on
occasions when e-mail isn’t working on the smartphone, the m-Support
software can alert the CSR on his PC screen if the current e-mail settings
are the potential cause of the problem. The CSR can then ater the setting
remotely and inform the smartphone user accordingly (m-Support has a

© 2004 BWCS Limited



50

34.4

Barriers to Adoption Chapter 3

range of pre-prepared text messages built into the system, which the CSR
can ‘tab down’ to access and send to the user’ s screen via dialogue boxes).

The reason why there is text-based contact between the CSR and the
smartphone is that current GPRS current phones don’t allow a
simultaneous voice and data session. With 3G, that particular problem
goes away. In the meantime, asin the past it is advisable that customers
who do ring up their mobile operators regarding smartphone support do so
on adevice other than the smartphone itself. With the smartphone to the
ear of the customer, it will be extremely difficult to check default settings
at the same time!

With regard to e-mail problem resolution, Wyatt argues that m-Support
goes alot further than the conventional help desks of mobile operatorsin
making sure that there is aresolution. Instead of just sending back
different default settings to the smartphone, without being certain that this
will fix the problem, m-Support can test whether e-mail (as well as other
applications that the smartphone uses) is working or not and actually
‘show’ the customer how to operate the application. Thisis done by the
CSR requesting remote control of the handset.

By doing this, the CSR can view the smartphone of the customer on his
PC screen and remotely navigate his way around it to make sure that the
problem in question is fixed. In doing so, he can aso demonstrate to the
smartphone user the procedures for accessing and sending e-mail asthe
customer can see the different scrolling steps that the CSR is going
through to activate the service. This can be followed up by the CSR
sending a quickly assembled *tutorial’ on how to access and use different
applications directly to the smartphone. “Up until this product there has
been no way of the CSR actually knowing whether changes made on the
handset have had the desired effect,” claims Wyatt.

Using Intuwave' s assumptions about typical help-desk call times and
costsin atraditional CSR environment — two calls per year per customer,
15 minutes each, at a cost of £2 per minute in fully-weighted staff costs —
amobile operator’ s annual support bill for 500,000 smartphone users
would be £30 million. As Intuwave believes that m-Support can reduce
the total number of minutes supporting these ‘typical’ smartphone-
generated calls by 50 per cent, the mobile operator with 500,000
smartphone customers would save £15 million per year.

An outsourcing opportunity for mobile operators

Technically, there is no reason why m-Support should be restricted in its
deployment to mobile operators. Device manufacturers, ISVs
(independent software vendors), and enterprises could all conceivably
offer m-Support themselves. This group of players would, however, need
access to the operator-specific network settings but there are companies,
such as Wireless Data Services (http://www.wdsglobal.com), that offer
that type of service.
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The reason why Intuwave isinitially targeting mobile operators with m-
Support is because it believes this route offers the best chance of quickly
achieving large-scale adoption. That’s not to say that the mobile operator
couldn’t host m-Support on behalf of the enterprise, which would provide
away for it to increase the ‘loyalty’ of its mobile VPN customers. If the
enterprise customer moves away from the operator they lose the service.

In this outsourcing scenario, the mobile operator hosts all the server
software but then provides the enterprise’s IT department with access to
m-Support (as a browser-based application, thisis easily done). The
enterprise can then support its own remote workers itself while not having
to install, configure and maintain the software.
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Mobile VPN Benefits

Overview

To maximise the attraction of a mobile VPN solution to enterprise
customers, its benefits to the business must be made crystal clear. It is not
sufficient to address only IT managers concerns surrounding total cost of
ownership, business continuity, security and usability of the service. The
upside, too, needs to be demonstrated, particularly at atime when IT
budgets continue to be constrained. Unless thisis done, mobile VPNs will
not take traction in the marketplace.

The effort to demonstrate these benefits should not focus exclusively on
trying to articulate hard and quantifiable productivity gains, although this
is understandably a key area of interest for ClOs and CEOs. ‘ Soft’
benefits, such asincreased job satisfaction (better working practices) and
an improved company profile in the marketplace (the use of the latest
wireless technology to access up-to-date information can impress
customers) are also valid selling points.

The problem facing mobile operators (and their vendor and systems
integrator partners) is how to demonstrate the advantages of adopting a
mobile VPN solution. The task is made more difficult when enterprises
may already consider mobile networks as unsuitable for data transmission
and so might resist trialling a mobile VPN solution, even if it isbased on a
next-generation 3G network.

An IT manager from Dr Stédtler, an IT consultancy and systems house
based in Germany, reports that initially the company was reluctant to take
part in apilot trial of amobile VPN over 3G, which was being run by
Lucent. “Because of our experiences with mobile technologiesin the past,
we were somewhat sceptical about the pilot,” heis quoted as saying in
Lucent literature. “We expected a mobile technology slightly faster than
others but still barely a usable one. Nevertheless we agreed to participate,
partly to satisfy our own curiosity and partly because the pilot seemed to
have been well organised.”

Dr Stadtler, along with four other companiesin Germany (Rodl & Partner,
SanData IT, DATEV and BRZ Deutschland Bauinformationstechnol ogie)
took part in mobile VPN trials over 3G during 2003. Lucent reports that,
on average, more than five hours per week per employee were saved
during the pilot trials as business processes were able to be streamlined.

It is possible to extrapolate, from calculating how much timeis saved, a
productivity gain figure. If a Dr Stadtler employee was earning
US$100,000 per year and the time recovered represented 13 per cent of
his or her total working hours, then, arguably, that is the equivalent of an
‘extra’ US$13,000 gained.
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Mobile VPN Benefits

Thistype of methodology is usually applied to demonstrating the cost-
efficiencies of mobile accessto e-mail. It isthe centra pillar, for example,
on which areturn on investment (ROI) figureis built by RIM for its
BlackBerry mobile e-mail solution (see http://www.blackberry.com).

In the absence of quantifiable data that is possible, say, with Field Force
Automation (the average number of client visits made per day by the
engineer is a quantifiable productivity measurement), such an approach
can be auseful guide to illustrate productivity benefits. However, its
accuracy will depend on how much of the downtime recovered by having
access to e-mail on the move is converted into time spent on other work-
related tasks.

Whilethisis one way to demonstrate the benefits of mobile e-mail (and
VPN) access to enterprises, it should be only one part of awider strategy.
Thiswill include:

» thedesign of pilot trials using applications and business processes
tailored specifically for the enterprise customer

» anemphasison ‘soft’” benefits; greater job satisfaction for
employees and increased customer satisfaction

» theinternal deployment, wherever possible, of the proposed mobile
VPN solution by mobile operators and strategic partners before
advocating its use to enterprise customers. Ericsson’s Mobile
Extension service, for example, has more credibility in the
marketplace through the vendor being a customer of its own product
(Chapter 7)

» thehighlighting, wherever possible, of possible new revenue
streams (up-selling and cross-selling, for example). Thiswill catch
the attention of the CEO.

The focus of this chapter is on two applications that have the potential to
stimulate mobile VPN adoption, provided the business benefits are clearly
communicated and made relevant to the intended enterprise customer:
Field Force Automation (FFA) and Sales Force Automation (SFA).

Field Force Automation
Overview

Organisations with large field forces face a number of challenges that
threaten to undermine their operational efficiency and market
competitiveness. These include:

» field workers having too much ‘slack time’ between jobs

* customers waiting beyond the appointment time of their service call
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» ajob being alocated to afield worker who doesn’t have the
necessary skillsto carry out the task effectively

» thefield worker having no easy access to up-to-date information on
site, which extends the length of time spent on that job

* thedispatch manager allocating ajob to afield worker who hasto
travel along distance to reach the customer’ s site; he is unaware that
aqualified worker for that job is available and nearer to the
customer.

The net result for such an organisation, which suffers from some or all of
these problems, isthat it isn't getting a good return on its existing field
force management investment. More significantly, customer careis likely
to be poor as a consequence.

To examine how these issues can be addressed, BWCS looked at the FFA
solution developed by Vidus, formerly known as a.p.solve.

4.2.2 Taskforce: the Vidus proposition

The Vidus remedy for field force management shortcomings outlined
aboveisits‘Taskforce' software. Formerly aunit within BT, Vidus (or
a.p.solve as it was known then) was spun out from the UK incumbent on 1
April 2003 and is VC-backed by NV P Brightstar, ajoint venture created
by BT Brightstar (an incubator fund of BTexact Technologies); Coller
Capital (a UK-based global private equity secondary investment

manager); and New Venture Partners (a US-based VC firm).

However, it was with BT that the Taskforce system was devel oped and
honed. It also enabled Vidus, once it became independent and ready to
target other organisations, to make a number of eye-catching claims about
what Taskforce had achieved since its deployment by the UK telco in
1994. Theseinclude:

* areduction in the number of BT's manual distribution centres (the
location where the dispatch manager allocates tasks) from 100 to
three

* areduction in the number of BT field engineers from 30,000 to
22,000

» anaverage 30 per cent improvement in productivity
* savingsin service costs of £175 million per year

» anexpected increase in revenue of an estimated £75 million for
BT’ s2003/04 fiscal year (ended 31 March 2004).
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How does Taskforce work?

The BT deployment of Taskforce is done viaa standard GSM connection
onto laptops with built-in mobile chips (there is no technical reason why
Taskforce cannot work on GPRS and 3G). Although Taskforce can be
web-enabled to allow SSL VPN access, BT has opted for an end-to-end
VPN implementation. Vidus plays no role in the security aspect of
Taskforce, leaving that entirely up to its customers. Aswell as using end-
to-end VPN encryption technology, BT uses RSA SecurlD authentication.

The core of TaskforceisVidus patented ‘ dynamic scheduling’ system,
which uses artificial intelligence to allocate tasks automatically to workers
out in the field. In essence, it attempts to simulate how a despatch
manager, based in the office, would act in terms of allocating tasks to the
mobile workforce. However, asit is not prone to human error, it isalot
more efficient than a dispatch manager and can react immediately to
unpredictable events (workers calling in sick or traffic accidents). It can
also take into account jobs located in “high risk’ areas and alocate two
engineers where necessary. Vidus claims that Taskforce has managed to
automate 96 per cent of the tasks confronting the BT engineer out in the
field.

The principle underlying the system is to weigh the cost of performing a
task against the customer experience. For example, if there was a specific
job to do at a customer’ s site, it could be that the nearest engineer would
not have the necessary skills to do that job well. That would mean
enlisting another engineer located further away, which would increase the
cost of the job (more ‘non-productive’ travelling time and associated
petrol costs). However, according to the parameters fed into it, Taskforce
does not necessarily select the best-qualified engineer available regardiess
of hislocation in relation to the customer’s whereabouts. Instead, it
intelligently selects the ‘ optimum’ employee in terms of calculating the
costsincurred in doing that job and making sure the customer receives
adequate service.

Following on from that, Vidus claims that organisations can then build
additional parametersinto Taskforce — such as a commitment on fixing
problems within afixed period of time —which then distinguishes level of
service for, say, Platinum, Gold and Silver customers. In that way,
Taskforce can enable organisations to deliver on more aggressive SLAs
(Service Level Agreements).

New revenue streams

Although Taskforce started out asaway for BT to increase its operational
efficiencies and improve its customer care, it has al'so developed into a
means whereby the UK telco can tap into new revenue streams. For
example, the system can automatically send messages to specially trained
mobile workers, when working at a customer’s site, of any up-selling
opportunities. It can also notify the engineer if the work carried out at the
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customer’ ssiteis covered by the original contract or not. If it isn’t, then
the engineer can invoice the customer accordingly. It isin these areas that
BT expectsto generate an extra £75 million in revenue for its 2003/04
fiscal year; between £25 million and £30 million of extra revenue was
generated in thisway by BT during its 2002/03 fiscal year, says Vidus.

Weaknesses of the system are by virtue of using wireless spectrum. BT
engineers, for example, may have to be disconnected for long periods of
time if working near a switch due to signal interference. Hospitals and
petrol stations are other locations that may prevent the use of mobile
connectivity.

The importance of customised solutions

The operational savings and productivity gains enjoyed by BT illustrate
that high bandwidth speeds are not always required to justify the rollout of
more ‘advanced’ mobile workforce applications. What is required — as we
shall see from Vidus marketing strategy to take Taskforce beyond BT —is
an understanding of customers' different needs and concerns. Then,
crucially, there needs to be an ability to respond appropriately.

Although it’sacliché, the message is nonetheless clear to al players
wishing to leverage mobile VPN capabilities within the enterprise space —
one size doesn't fit all.

Taskforceitself isinitialy targeted at telcos, utilities and cable companies
but — sometime in the future — Vidus intends to market the system to any
type of large-scale organisation that requires the management and
synchronisation of a complex network of resources. Examples given by
Vidus are the medical world (where the tasks of doctors, nurses and
anaesthetists can be automatically synchronised where need be) and the
construction industry (where different workers are required for different
types of jobs).

While Vidus saysthe ‘ core’ of Taskforce will remain the same for each
industry, it will be modified to accommodate different customer demands.
This has aready been seen in the two deals Vidus has won since spinning
out from BT in April 2003 — one with cable operator NTL in the UK and
the other with energy utility, E.ON Hungaria (EHU), a member of the
E.ON Group.

NTL: acablecompany’s FFA requirements

Taskforce went ‘live’ for NTL in September 2003 with the number of
usersin the hundreds. By the time the implementation is fully rolled out
(mid-2004), Vidus anticipates that Taskforce will be automating tasks for
‘several thousands' of NTL field engineers.

The NTL deal isamajor milestone for Vidus asit’s the first contract for
the company outside BT. But in order to win the cable operator’s
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signature, Vidus had to be flexible in its approach; it couldn’t smply
replicate what it had done with the UK incumbent. “While BT was
primarily interested in making operational cuts when it first deployed
Taskforce, NTL’s main driver isto improve customer experience,” Stuart
Potchinsky, Vidus' chief marketing officer, told BWCS. “Of course, NTL
isstill interested in making operational cuts but we had to demonstrate
first and foremost how Taskforce could significantly improve levels of
customer care.”

A degree of customisation has also been required. A feature of Taskforce
—inthe BT context —isthat field engineers can initiate aline test from
their laptop and receive the results directly back almost immediately. For
NTL, Taskforce has been modified to enable similar remote testing of
STBs (set-top boxes) viathe laptop.

To cut costs in the future and make the system easier to use for itsfield
engineers, NTL has asked Vidus to reconfigure Taskforce to work on
PDAs. “Asits existing range of laptops are becoming obsolete, and
because it sub-contracts alot of itsfield force work, NTL wants aless
expensive implementation and one that’ s very easy to use and specific to
the job,” explains Potchinsky. “We're working to meet NTL's
requirements but there’ s always going to be a trade-off between cost [of
the PDA] and the amount of information that can be used. Generally
speaking, from the [potential] customers we' ve spoken to, they prefer
|aptops because of the greater amount of data that can be accessed.”

EHU: an energy utility’s FFA requirements

To win the contract with EHU — Hungary’ s gas and electricity utility —
Vidus had to demonstrate that Taskforce could meet arange of regulatory
requirements imposed on it by the government. From 1 January 2004,
EHU has to provide two-hour appointment windows to its customers as
well asreduceits prices. Vidus clamsthat it was the only contract bidder
who could meet those stringent targets, EHU itself predictsthat it can
make 30 per cent productivity gains through Taskforce as well as reducing
overall operational costs by five per cent. The utility did not, however,
give any timescale as to when it expects to meet those targets.

The value of the EHU deal isworth £4 million to Vidus, the first phase of
which covers 1,500 engineers (split into 768 crews). Going into pilot in
December 2003, Taskforce isto be made available —*eventually’ —to
30,000 EHU field engineers.

“One of the big concerns of EHU was how to monitor individual
engineers within the crew system,” says Potchinsky. “Because of the low
salariesin Hungary, it’s not unheard of for drivers or other crew members
to use the van to moonlight on other jobs while their fellow workers
remain on site. With Taskforce, the supervisor can keep track of who is
doing what and when. The system can also implement ‘ dynamic crews —
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that is, to change the skill set of the team to match ajob’s requirements.
Each crew member can be given a specific task to do.”

According to Potchinsky, 80-90 per cent of the Taskforce product will
remain constant across different vertical industries; the remainder will
need to be modified to offer bespoke solutions.

4.2.8 Sl partnerships and tailored messages

As Taskforce requires change management — business processes are
completely different compared to the paper-based approach of field force
management — Vidus partners with the likes of IBM, Accenture, Amdocs
Clarify and Cap Gemini to help get the business process message across to
customers.

Without offering assistance to organisations on how to implement the
necessary business process changes, Vidus acknowledges that the full
operational and productivity benefits of Taskforce won't be realised.

Cooperation among the different players in the mobile VPN value chainis
therefore necessary if a coherent, convincing argument for increased
mobilisation of the workforce isto be presented to the enterprise.

The exact roles of each player will have to be defined in order to
maximise the impact of the message. “It’ srare for a systems integrator to
take the lead in marketing Taskforce when we're sitting down with
potential customers,” reveals Potchinsky. “They [the customers] want to
know the ins and outs of how the system works and we' re the ones that
can tell them.”

The nature of that message will also need to change according to the
listener. While we can say, generally speaking, that a ClO is primarily
concerned about increased operational efficiencies, productivity, security
and mobile worker support management, the CEO (while still interested in
operational efficiencies) is also keen to know about new revenue streams.
Field workers themselves also have to ‘buy in’ to the FFA system if the
full benefits are to be realised. Less time-consuming bureaucracy, more
productivity and greater job satisfaction will be the key buttons to press
here.

Theterm ‘operational efficiencies also needs to be used carefully, warns
Potchinsky. “If you go to an organisation and say you’ re going to
implement something that requires a 30 per cent reduction in the
workforce, that message is going to run into trouble in some countries like
France [active trade unions]. And anyway, that’s not the main message of
Taskforce. The three most important elements are improved operational
efficiency in terms of productivity per worker; greater revenue; and
improved customer service. The organisation may then conclude they can
reduce the size of their field workforce after implementing the system, but
that isadecision for them.”
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Potchinsky notes that the priorities of corporate customers have changed
in recent months. No longer is cost reduction the highest item on the
agenda; new revenue streams and better customer care are the two main
objectives grabbing their attention now. “ Cost-reduction istaken as a
given [for new FFA implementations],” he says. “ The chalengeisto
come up with a proposition that can help customers grow their business.”

Sales Force Automation
L ucent case study: Spanish insurance company

To illustrate the benefits of amobile VPN solution in terms of increasing
the efficiencies of an enterprise’ s sales force, Lucent has conducted
numerous pilot trials with potential enterprise customers. One of those
trials was with a Spanish insurance company, the name of which Lucent is
not allowed to disclose.

Based on 3G, the Lucent mobile VPN pilot revealed a number of benefits
that can be had with fast and secure connectivity to the head office
(provided that the company’ s back-end systems can work in tandem, and
automatically, with information requests made by the sales worker).

As can be seen in Figure 4.1, the sales worker, prior to using a mobile
VPN based on 3G, could be involved in an elongated sales process with
the potential for numerous client visits required. Thisis because, prior to
3G, the sales worker is unable to download quickly up-to-date information
from head office when at the client’ s site; nor is he able to initiate an
automatic policy creation process. Instead, the sales worker hasto return
home to upload to the corporate system and then return to the client’ s site
with, hopefully, an acceptable policy to the customer. This process takes
time and resources and can clearly impact on an organisation’s cost-
effectiveness and competitiveness.
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Figure 4.1 Typical sales process for sales rep (pre 3G)
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Source: Lucent Technologies (Offer Management)

The introduction of 3G, combined with the ability to initiate an automatic
policy creation, manages to streamline those processes, as can be seenin
Figure4.2.

Figure 4.2 Typical sales process for sales re ost 3G
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with client Gather Data  Corporate System created checked and agreement posted to
printed Head Office
1st client’s visit
TIME:

Source: Lucent Technologies (Offer Management)
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But it is not only the prospect of one client visit that Lucent highlights as a
major benefit of this mobile VPN implementation. Other benefits are:

* Increased potentia for up-selling and cross-selling as sales workers
are notified, when at the client’ s site, of other products that could be
relevant to the customer based on parameters fed by the sales
worker into the system.

* Improved reporting metrics through clearer visibility of
quote/policiesratio. In the example of the Spanish insurance
company, sales workers, pre 3G, typically made ‘offline’ quotes that
weren't recorded if not accepted. Within the mobile VPN
implementation, all quotes are recorded and fed into the system to
create the policy (which the customer then accepts or rejects).

* Increased employee job satisfaction through a reduction in working
hours and no need to work at home due to real-time access to
applications. Thereis also an increased salary opportunity due to
improved conversion rates, says Lucent.

* Improvement of the company image within the market due to being
seen asa‘leader’ in technology. Arguably, thiswill also help to
attract best sales staff due to the perception of the company having
‘best-in-class’ systems and processes.

To stimulate mobile VPN adoption, mobile operators and their strategic
partners need to emphasise the business process benefits — as Vidus and
Lucent are doing — by putting the technology into an application context.
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mmO2
Company background

mmQO2 has wholly-owned mobile operations in the UK, Germany and
Ireland. Formerly known as BT Wireless, it was spun out from the UK’s
national incumbent in November 2001 and is listed on the FTSE 100.

In June 2003, mmO2 completed the sale of its loss-making mobile
operation in the Netherlands (which included a 3G licence) to Greenfield
Capital Partners, an independent private equity and corporate finance
group. The deal was worth €25 million in cash to mmO2.

As part of its BT heritage, mmO2 has 3G licences in Germany and the
UK. In August 2002, mmO2 announced that O2 Ireland had successfully
bid for a 3G licence, costing €114.1 million, to be phased over 15 years
(€44.4 million paid upfront).

mmO2 expects to launch commercial 3G services by the second half of
2004 in each of itsterritories. Since December 2001, via Manx Telecom
(awholly-owned subsidiary of mmQ2), the company has been trialling 3G
services on the Isle of Man. mmO2 has been experimenting with various
services and price packages for both the consumer and business market
segments on the Isle of Man in preparation for 3G launch in the UK,
Germany and Ireland.

During the three months ended 31 December 2003, mmO2 added 855,000
customersto take its total subscriber base to 20.07 million. 02 UK
accounts for 65 per cent of that number, followed by O2 Germany (27.8
per cent) and O2 Ireland (6.8 per cent). Manx Telecom had 61,000
subscribers by the end of 2003.

In October 2003, mmO2 signed up to an alliance of other Tier 2 operators
in Europe to provide ‘ seamless, enhanced voice and data solutions for
businesses and customers' across Europe. Called ‘ Starmap’, the dliance’s
founding members, along with mmO2, are: Amena (Spain), One
(Austria), Pannon GSM (Hungary), sunrise (Switzerland), Telenor Mobile
(Norway) and Wind (Italy). In April 2004, the Starmap mobile alliance
announced that Sonofon from Denmark had joined the group.

Financial performance

An increasing customer base, combined with higher ARPU and improved
EBITDA marginsin each of itsterritories, has strengthened mmO2 during
the first half of it its 2003/04 fiscal year (ended 30 September 2003). This
is particularly apparent for its operations in Germany where it achieved an
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EBIDTA margin of 16.8 per cent in the first six months of its 2003/04
financial year. For the same period the previous year, O2 Germany
generated EBITDA of €2 million on total service revenue of €693 million.

Despite the improvement in Germany, mmQO2 still runs far more
operationally efficient mobile networksin the UK and Ireland, with
EBITDA margins of 29.2 per cent and 39.6 per cent respectively for the
first half of 2003/04.

Across the board, mmO2 has benefited from cost cuts, increased net
additions of contract customers, and the sale of its operationsin the
Netherlands. It posted a pre-tax profit of £26 million for the first six
months of 2003/04 (compared with a pre-tax loss of £259 million for the
same period the year before) on revenues of £2.68 billion (£2.214 billion
during first half 2002/03). By the end of September 2003, mmO2 had a
total subscriber base of 19.2 million subscribers.

Mobile data performance

In February 2004, mmO2 released key performance indicators for the
three-month per period ended 31 December 2003. The figuresreveal a
continuing an upwards trend in both ARPU and data as a percentage of
revenue and confirm mmO2’ s status as having one of the largest portions
of non-voice revenue among Europe’ s mobile operators.

mmO2 has set itself the target of mobile data revenue accounting for 25
per cent of total sales by the last quarter of its 2004/05 fiscal year.

Table 5.1 Data as a percentage of service revenues

3 months 31 Dec 2002 31 March 30 June
ended ) 2003 2003

% %
02 UK 17.4 19.4 18.3 19.4 21.2
02 Germany 19.7 21.0 18.2 19.1 19.8
02 Ireland 15.7 17.4 16.1 18.4 211
02 Group 17.8 19.6 18.1 19.2 20.9
Source: mmO2
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514 Threatsto voice revenue under line importance of data

The strategic value of growing date revenue has been heightened for
mmO2 — and other mobile operators in the UK — by mobile termination
cuts and increased voice competition.

Mobile termination rate cuts

In July 2003, aruling by the UK’ s Competition Commission came into
force whereby all four mobile network operators in the UK (O2 UK, T-
Mobile, Orange and V odafone) had to cut their mobile termination fees by
15 per cent below inflation. (Mobile termination fees are the charges made
by mobile operators to other operators — both mobile and fixed — for
terminating calls originating on their networks.)

Broadly speaking, the reduction in revenue among the UK’ s mobile
operators terminating each other’ s traffic will be offset through having to
pay each other less. However, each will feel a bottom line impact through
‘lost’” revenue from the fixed-line operators. mmO2 is particularly exposed
as over 65 per cent of its revenue comes from the UK.

According to the original ruling by the Competition Commission, the
formulaof ‘inflation minus 15 per cent’ was to be applied each year to the
mobile termination rate through to 2006. However, Ofcom, the UK’s
regulatory body governing telecoms and media, recommended in
December 2003 that the second mobile termination price cut should be
postponed and rolled into the third price cut (due in mmOZ2’ s 2004/05
financial year). mmO2 reckons that the breathing space will enableit to
invest in growing the business — 3G rollout and mobile data services —
which will offset mobile termination revenue decline, which the company
estimates at £50 million per year,

Peter Erskine, CEO, said in a statement in February 2004 “This [the
Ofcom recommendation] will increase service revenue in the current
financial year, and reduce service revenue in 2004/05, relative to previous
expectations. However the overall impact on O2 UK’ s service revenue
over the two-year period is not expected to be material. The additional
revenue in the current financial year is expected to be re-invested to
enable the business to continue to drive growth.”

New entrant: H3G UK

In March 2003, H3G UK became the first commercial 3G operator in the
UK. Magjority-owned by Hutchison Whampoa (the Hong-Kong based
property, ports and telecom conglomerate) ‘3’ — the service brand name of
H3G UK — has struggled to make an impact. To try and boost sales, H3G
reduced its voice per-minute tariffsin June 2003 to undercut the UK’s
mobile network operators’ charges by as much 25 per cent.
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While this seems aggressive, and certainly can’t beignored by O2 UK, the
cheaper per minute rates only apply to purchasers of bulk packages, which
represents a small portion of the market. Although this minimises the
impact on O2’ s voice revenue, the prospect of H3G UK making further
voice per minute price cuts to increase market share can't be ruled out.

Mabile VPN strategy

mmO2’ s strategy for winning VPN data traffic onto its network can be
split into five, broad aress:

1) Demonstrate the compatibility of its mobile network with
enterprise customers existing VPN infrastructure— supplied by the
major vendors — to support end-to-end encryption using the following
tunnelling protocols. IPSec, L2TP and Microsoft’s PPTP.

2) Promote the ‘push’ e-mail service and other mobile data services
enabled by the RIM BlackBerry solution. Since May 2003, as a distributor
of BlackBerry 3.6 server version, mmQO2 has been able to offer
BlackBerry users mobile Internet browsing, access to Interned-based e-
mail and Web-based servers, which can provided simplified versions of
CRM applications. In May 2004, mmO2 reported that 55,000 BlackBerry
devices were in use across its business customer base. The RIM
Blackberry solution can support both Microsoft Exchange and Lotus
Notes.

3) Promote its customised and voice-enabled PDA, the Xdall, whichis
based on Microsoft’ s Pocket PC software. Although the Xdall can be
configured to offer full connectivity to corporate LAN applications,
mmO2 offers another option to Xda2 customers in the UK and Ireland.
Called the Extended Office, this solution —which supports both Microsoft
Exchange and Lotus Notes — is targeted at customers requiring access to
their inbox, calendar and contact information. O2 UK and O2 Ireland
offer Extended Office as a managed ‘ end-to-end’ solution to the enterprise
in that they can provide and manage all the elements required, including
the server and its associated software. But enterprises, should they wish,
have the option to manage the solution for themselves.

One advantage of the Extended Office solution, although it uses end-to-
end encryption from the corporate LAN through to the device, isthat it
can take advantage of software compression. Thisis because the Extended
Office, based on the corporate LAN, compresses information beforeit is
encrypted and, according to O2, can achieve a compression ratio of up to
5:1. Thisisnot insignificant for the IT manager when datais charged on a
per megabyte basis. Instead of paying for SMB, for example, the
enterprise would pay for IMB if a5:1 compression ratio was achieved.

By May 2004, mmO2 told BWCS that it had sold a combined total of Xda
| and Xda Il handsets of at least 100,000. The mobile operator does not
disclose how many of those Xda users are Extended Office customers.
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Laptop and PDA users (other than the Xdall) can also use Extended
Office.

4) Offer WiFi connectivity asa complimentary serviceto its GPRS
and, when they become available, 3G networks. In partnership with a
software developer, which mmO2 has signed a confidentiality agreement,
the mobile operator has devel oped its Connection Manager software.
Working in tandem with VPN clients, Connection Manager gives laptop
usersalist of al wireless access technologies available. In Ireland and
Germany, thisincludes mmO2’'s own WiFi hotspot network, located in
airports and hotels.

In the UK, where O2 does not have any hotspots, it plans to wholesale
WiFi capacity from other providers and launch service in July 2004. O2
UK also has a partnership with Excilan, a Luxembourg-based company,
which provides an authentication and payment platform. Thiswill alow
02 to provide one hill for both GPRS/3G and WiFi datatraffic. Unified
billing isalso possiblein Ireland, where O2 hasits own WiFi network,
and in Germany (where O2 has a roaming agreement with T-Mobile's
WiFi network).

5) Provide data bundlesfor individuals and groupsin order to simplify
data pricing. mmQO2 also gives the option of rolling over unused data from
one month to the next (see Chapter 3). In its 2004/05 fiscal year, O2 UK
says it plansto offer service level agreements on GPRS connections,
although the mobile operator declines to give any indication — pre-launch
—asto how they will be charged.

mmO2 s mobile VPN portfolio revolves around its Mobile Web VPN
service (see below), which supports end-to-end encryption from the end-
user device through to the corporate gateway. This was developed in
response to enterprise customers who wanted to provide user access to the
corporate LAN but without access to the Internet.

For customers looking to create their own private data networks, rather
than use the public Internet, mmO2 gives enterprises the option of a
dedicated leased line between the corporate LAN and its GPRS network.
Thisis supported either by its Datalink service (data-only) or its Link 60
service (voice and data). Link 60 can support 60 voice lines.

To attract mobile VPN customers, mmQO2 places great importance on
being able to demonstrate to IT departments that Mobile Web is
compatible with existing LAN-based VPN infrastructure supplied by the
major vendors. Rather than trying to present itself to business customers
as aplayer providing turnkey IT services, mmO2 s emphasisison
providing mobile network connectivity.

“Wetook the view that trying to deliver IT-related infrastructure wasn't

the right focus for us,” David Keegan, mmQO2’ s business product
manager, told BWCS. “It would have meant additional investment in our
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channel and service capabilitiesto compete in an areathat is already very
competitive. It wouldn’t have been agood margin business for us.”

Asitis, mmO2 works with a number of Tier 2 system integrator partners
to target business customers. These include Total Telecom, Lan2Lan and
Interchange. “It’s more natural for business customersto buy VPN
components and management services from systems integrators and
vendors rather than mobile operators,” adds Keegan.

Even so, mmO2 does have a‘ Professional Services' division, whichis
available to enterprises to assist in the integration of a mobile solution into
the workplace should they require it. This team, according to mmQO2,
typically provides a consulting service to ensure the successful

deployment of a mobile solution for specific customer applications.

Moaobile VPN portfolio
Mobile Web

Mobile Web was commercially launched by mmO2 acrossits territoriesin
April 2002. Mobile Web provides fast mobile access to the Internet and
Outlook-based email to customersusing a Xdall, data card or awireless-
enabled device (such asaPDA or smartphone).

Using apublic APN, Maobile Web provides plain Internet access plus
corporate VPN connectivity across O2's GPRS network; it is enabled
through the installation of the Mobile Web client onto the end-user’s
device to work in tandem with the existing VPN client. For Xda users,
mmO2 recommends that the pre-installed Microsoft PPTP client should
be used for Mobile Web access on the grounds of better performance and
easier set-up characteristics. As 3G becomes available, mmO2 plans to
use the Mobile Web service to offer faster plain Internet accessto its
customers.

As Mobile Web uses private | P addresses, business customers’ existing
VPN infrastructure — if using IPSec tunnelling — need to support NAT
Traversal. mmO2 saysit has tested successfully VPN products from
Nortel, Cisco, Checkpoint, Nokia and Sonic to work in conjunction with
its Mobile Web service. It does not work with al VPN solutions, though.
WatchGuard equipment is not compatible. By May 2004, mmQO2 had still
to formally test the compatibility of Mobile Web with Lucent’s VPN
equipment, although Keegan says that it is Mobile Web compatible.

Mobile Web VPN

In July 2003, mmO2 introduced its Mobile Web VPN service in the UK
and Germany. The mobile operator says this was in response to the
requirement for enterprise customers to offer Internet access through
LAN-based Internet-facing gateways.
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Unlike Mobile Web, the Mobile Web VPN service connects all end-user
data requests directly to the corporate LAN. If the end-user has been given
clearance by the IT manager to access the Internet, then he or sheis able
to do so. The IT manager will have visibility on which Web sites have
been visited.

Another benefit for IT managersis that because Mobile Web VPN uses
public IP addresses, it is compatible with all VPN products out in the
marketplace — NAT Traversal is not required.

mmQO2 does not disclose how many customersit has for its Mobile Web
and Mobile Web VPN services.

5.2 T-Mobile International
521 Background

T-Mobile International represents the mobile interests of Deutsche
Telekom, the fixed-line national incumbent in Germany. It has wholly-
owned mobile operations in the US, Germany, the UK, Austriaand the
Netherlands, plus a mgority stake in a Czech Republic mobile operator.
Each of these operationsis branded T-Mobile.

At the end of 2003, T-Mobile International’ s customer base — acrossits
wholly-owned and majority-owned subsidiaries — totalled 61 million, a
7.1 million increase compared with the end of 2002. T-Mobile
Deutschland contributes the largest portion of that number with 26.3
million subscribers followed by T-Mobile UK (13.6 million, which
includes subscribersto Virgin Mobile, amaobile virtual network operator
that leases capacity on T-Mobile UK’s mobile network), and T-Mobile
USA (13.12 million).

T-Mobile International has a presence in 18 countries once its minority
shareholdings in Central and Eastern Europe and Asia are included. Its
subscriber base across al its mobile operations in which it has an equity
holding numbered 66.2 million by the end of 2003.

Like many other mobile operators, T-Mabile is focused on increasing the
proportion of contract customers to its network to increase ARPU
(average revenue per user), and its marketing efforts over the Christmas
period appear to have paid some dividends. In 4Q 2003, T-Mobile
Deutschland increased its customer base by 705,000; of these 441,000
were new contract customers. In the UK, T-Mobile added 161,000
contract customersin 4Q 2003. In the US, 89 per cent of T-Mobile USA’s
customer base were post-paid by the end of 2003.

For itsfiscal year ended 31 December 2003, T-Mobile International
posted revenue of €22.8 billion with an EBITDA margin of 29.3 percent.
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This compared with revenue of €19.7 billion and an EBITDA margin of
25.4 per cent for 2002.

T-Mobile does not give a breakout of its mobile data revenue between
consumer and enterprise customers. However, the company highlights ‘ T-
zones — its consumer-orientated mobile portals from which to download
services (such as ringtones and ‘ caller tunes') — to explain its modest rise
in mobile data revenue. Non-voice ARPU (including SMS) in its
European markets rose to an average of 16 per cent during 2003 compared
to 14 per cent during 2002.

In June 2003, T-Mobile —aong with Telefénica Moviles and Telecom
Italia Mobile — announced an aliance to provide a‘unified offering’ to
both their businesses and consumer customers. The alliance was joined by
Orange shortly afterwards and, in August 2003, the four members
announced their first products: pre-paid roaming and the use of short
codes to access voicemail and customer service in each other’ sterritories.
The alliance says it is working on developing an ‘ enhanced service' toits
corporate customers, although what this means exactly had yet to emerge
at the time of this report’ s publication.

3G presence

T-Mobile International has 3G licences in six European countries
(Germany, the UK, Austria, the Netherlands, Poland and the Czech
Republic). It has paid atotal of €15 billion for UMTS spectrum.

T-Mobile UK declared that its 3G network had gone ‘live’ in February
2004 while the 3G networks of T-Mobile Austriaand T-Mobile
Deutschland were switched on in December 2003 and January 2004
respectively. At the time of writing (February 2004) T-Mobile had yet to
announce its 3G rollout timetable for the Netherlands, Poland and Czech
Republic.

T-Mobileis cooperating with O2 Germany and O2 UK to share 3G
network infrastructure costs.

Mobile data strategy for enterprise
Combining 2.5G/3G with WiFi

Of the 3G licence holdersin Europe, T-Mobile International has been the
most aggressive in embracing WLANS. It takes the view that to maximise
mobile data growth, it needs to offer customers the fastest connection
wherever possible. In that way — according to T-Mobile — mobile data
users are more likely to access services more frequently than if they were
restricted only to cellular access. “ 3G isimportant and will be our future
bread and butter,” declared Rene Obermann, CEO of T-Mobile
International, at the 3GSM Congress held in Cannes, February 2004. “But
anyone who offers 3G aone is making a big mistake.”
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The company’ s push on WLAN hotspot rollout has so far centred on the
US, viaT-Mobile USA. The strategy there has also been driven by the
need to raise the profile of the T-Mobile USA brand name, whereit is
relatively unknown (T-Mobile USA comprises the GSM networks
formerly known as VoiceStream and PowerTel). Beginning hotspot
rollout in August 2002, T-Mobile USA had 4,100 hotspots by February
2004, 3,000 of which were split between Starbucks and Borders
Bookstores.

To increase traffic over its hotspot network, T-Mobile USA signed a
distribution agreement with iPass, a US-based virtual network operator
that has 20,000 access points around the world. Customers of iPass, using
the iPassConnect client software, can now roam onto the T-Mobile USA
hotspot network.

T-Mobile USA does not disclose the number of WLAN subscribers it has,
nor their ARPU. It does, however, provide one voice and data bill for its
WLAN/GSM customers. T-Mobile USA isaming to operate 6,000
hotspots in the US by the end of 2004.

In Europe, T-Mobile International was operating 700 hotspots by
February 2004, distribution deals include Starbucks and the Starwood
Hotel chain. By the end of 2004, T-Mobile International intends to have
increased its own European WLAN presence to 4,000 hotspots.

In March 2004, after aperiod of trials with * selected customers’, T-
Mobile International launched 3G services — targeted at laptop usersin the
SME and corporate markets — in the UK, Germany and Austria. The plug-
in data card, branded the Multimedia Net Card, allow seamless roaming
between 2.5G and 3G networks. T-Mobile International says that data
cards capable of supporting 2.5G, 3G, and WiFi networks will be
available before the end of 2004. In the meantime, T-Mobile

International’ s 2.5G/3G subscribers wishing to access T-Mobile hotspots
need to have alaptop that is already WiFi-enabled.

Recognising that business users would prefer aWiFi connection to a2.5G
or 3G link given the choice, T-Mobile International is offering its
‘“HotSpot Locator’ software — free of charge — viathe T-Mobile website or
T-Mobile HotSpot portal. The software is able to match the location of the
user with the nearest T-Mobile hotspot and provide directions on how to
get there through the use of digital mapping. By the end of 2004, T-
Mobile International saysit will have software available to allow end-
usersto ‘ scan the spectrum’ automatically for the optimum connection
link.

Promoting the case for mobile data adoption

To stimulate mobile data usage across 2G, 3G and WLAN networks in the
future, T-Mobile has partnered with Cisco (WLAN infrastructure) and
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Intel (laptops) to pilot a‘seamless access service on university campus
sites across Europe (the service will also be available to students and
university staff, at specia discounted rates, off-campus).

The thinking behind the scheme isto get university students used to
‘broadband mobility” and, once they see its benefits, they will continue to
useit (and evangelise it) throughout their working lives. While this project
is certainly admirable for its long-term thinking — 100 university
campuses are targeted for inclusion in the project, starting with Frankfurt
University in April 2004 — it does highlight again how embryonic the
mobile/wirel ess data market is among businesses.

The T-Mobile HotSpot pilot service for universities can also be used by
visitors to the campus. T-Mobile, along with its partners, is aiming to
demonstrate that it is possible for the same WLAN infrastructure to be
used for both private and public use. By doing so, it is actively
encouraging mobile data traffic away from the cellular network within the
enterprise LAN. But that doesn’t matter for T-Mobile so long as it can do
two things:

+ collect WLAN datarevenue; and

* demonstrate increased productivity for businesses who offer on-site
high-speed wireless connectivity to either their partners or
customers.

T-Mobile also hopes that WLAN users will become sufficiently
enthusiastic about the convenience and benefits of wireless connectivity
that they will continue to use their laptops when in the vicinity of 2.5G
and 3G networks. By the same token, T-Mobile recognises that a major
barrier to mobile VPN adoption is that many applications residing on the
corporate LAN are not easily accessible by handheld devices.

To demonstrate the business case for 3G adoption within the enterprise, T-
Mobile Deutschland conducted a year-long trial throughout 2003 with five
companies from the Nuremberg area— Rodl & Partner, SanDatalT group,
DATEV, BRZ Deutschland Bauinformationstechnologie, and Dr Stadtler.
According to the results of the trial, which involved laptop users having
access to T-Mobile Deutschland’ s UMTS network via data cards
(developed by Lucent in conjunction with Novatel Wireless), an average
of five working hours per week per employee were saved. By having
high-speed access to corporate networks when ‘on the road’, field and
sales workers were found to benefit in particular as they could carry out
tasks that previously required them to return to the office.

Data tariffs

In the UK, T-Mobile has launched a special introductory * all-you-can-eat’
package for corporates and SMEs using its 3G/GPRS data card within the
UK (it is not applicable for roaming onto other T-Mobile networks).
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For £199 plus a monthly fee of £70, the remote worker gets the following:

* T-Mobile Communications Centre software (a‘simple, 5-step
installation’)

* MultimediaNet Card for GPRS/3G access (a plug-in card for
laptops)

+ ‘easy-to-follow’ user manual

» unlimited data access regardless of the access technology (2.5G, 3G
or WiFi).

In March 2004, T-Mobile UK and T-Mobile International also unveiled
time-based data tariffs to complement their volume-based packages. This
should give IT managers a means by which to predict and control more
accurately their monthly mobile/wireless data bill (if they believe end-
users will be disciplined enough to restrict time usage). With the ‘ per
megabyte’ model, which has been traditionally used by mobile operators,
IT managers have needed to rely on employees exercising restraint on the
amount of data they download.

T-Mobile Deutschland’'s ‘ Time 600’ tariff package (effective from 1 May
2004), allows unlimited data access for ten hours at a charge of €35 per
month. Like T-Mobile UK, the data can be accessed over 2.5G, 3G or
WiFi networks. If users go beyond their ten hour limit, they are charged
€1.30 for every extraten minutes. The graphical user interface on the
laptop displays how long the service has been used.

The aim of T-Mobile International is to have consistent mobile data
pricing in each of itsterritories for roaming users, although no time frame
has yet been set for achieving that goal. However, these ‘ consistent’ prices
will differ depending on which country the international traveller
originates from. Users from Poland, for example — to reflect the country’s
lower GDP —will be charged cheaper data rates for access at home and
abroad than, say, those who subscribe to T-Mobile Deutschland.

Moaobile VPN strategy

In Germany, T-Mobile Deutschland distinguishes itself in the mobile VPN
marketplace by offering a solution that does not utilise the public Internet.
By avoiding the Internet and using private APNs, T-Mobile argues that
the service —known as Maobile IP VPN — can offer greater levels of
security to enterprise customers than is possible with Internet-based
solutions.

Moreover, by giving the option of not using dedicated |eased lines
between the mobile network and the corporate gateway (backhaul is
supplied by ATM or frame relay permanent virtual circuits running over
Deutsche Telekom’ s fixed network), T-Mobile further argues that the
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appeal of the serviceis not restricted to large enterpriseswith large I T
budgets.

Mobile IP VPN is a network-based service in the sense that T-Mobile
Deutschland, in partnership with T-Systems and T-Com (other members
of the Deutsche Telekom Group), is responsible for setting up a secure
link between the GGSN and the corporate gateway. Depending on who
has the closest contact with the enterprise for supplying its existing
services, T-Com, T-Systems or T-Mobile Deutschland will play the lead
rolein canvassing the Maobile IP VPN product. T-Com'’s strengths are
providing fixed-network infrastructure to small- to medium-sized
enterprises, while T-Systems is strong in the provision of managed ICT
solutionsto large enterprises. T-Mobile Deutschland says that
partnerships with other fixed-line VPN providers are planned but it had to
make any specific announcements by March 2004.

Since the network architecture of Mobile IP VPN comprises a“‘split
tunnel’ —that is, traffic over the PV Cs coming from the corporate gateway
has to be de-encrypted before being reformatted for GPRSIUMTS
transmission — T-Mobile can offer network-based mobile optimisation
services. T-Mobile Deutschland, however, does not offer Web-based
portals that integrate mobile VPN access capability and neither does it
have immediate plans to do so.

Customers of the Mobile IP VPN product that don’t use end-to-end IPSec
encryption can experience the full data throughput of GPRS. T-Mobile
does report, however, that some of its Mobile IP VPN customers have
requested an additional end-to-end IPSec tunnel — running over either the
frameor ATM PV Cs—which it can provide.

The Mobile IP VPN serviceistargeted at both large and medium-sized
organisations in Germany but not multinational corporations (MNCs); the
serviceis currently only available across Deutsche Telekom's domestic
fixed-line data networks. Mobile IP VPN customers include Canon
Germany, ADAC, ABX Logisticsand LVM.

T-Mobile, through its strategic alliance with Telefonica Mobile, Orange
and TIM, may extend the service internationally but, again, it had yet to
make any firm announcements on that by May 2004. It is not yet clear
whether the international VPN solutions enabled by this strategic alliance
will include a non-Internet option for T-Mobile Deutschland’ s existing
Mobile IP VPN customers.

Additional mobile data solutions offered by T-Mobile Deutschland to
business customers include:

* Hosted authentication services (DHCP/RADIUYS), in partnership
with T-Com and T-Systems, for Mobile IP VPN customers.
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* Mobile email and data services, based on the RIM Blackberry
solution (launched June 2002).

* Mobile Office Optimiser, located behind the corporate firewall,
designed to accelerate MS Outlook performance over GPRS
(launched August 2002);

* Plain Internet access (tariffs charged at the same rate as corporate
LAN access)

* T-Mobile MDA (mobile digital assistant), a customised PDA for T-
Mobile International based on Microsoft’s Pocket PC software. T-
Mobile MD II, launched in August 2003, can deal with attachments
in standard formats, such asMS Word and Excel. It also has atri-
band facility making roaming easier between Europe and the US. In
March 2004, T-Mobile International announced that it would offer
Blackberry support for MDA 11, Sony Ericsson P900 and Nokia
6820 to its customers in Europe.

* Business Voice VPN: enables office staff to call colleaguesin the
field viaasingle PBX. A numbering plan using short codes, perhaps
based on existing extension numbers, can be used.

Outside Germany, where T-Mobile doesn’t have recourse to Deutsche
Telekom' s data network, Internet-based mobile VPN solutions are used.
T-Mobile UK, for example, offersits ‘ Office Link’ service, which isan
end-to-end IPSec encryption service using the GPRS network plus either
the Internet or leased lines to connect back to the corporate network.

Vodafone
Company background

Vodafone is the largest mobile operator in the world in terms of footprint
and subscriber base. It has equity interests in 26 countries and partner
networks in afurther 13. By the end of 2003, VVodafone’ s proportionate
customer base (in relation to its shareholdings) stood at 130.4 million.

In the key markets of Western Europe, with the notable exception of
France, Vodafone has either wholly-owned or majority-owned mobile
operations. Vodafone only owns 43.9 % in Cegetel SFR, France’s second
largest mobile operator behind Orange, with Franco-American media
conglomerate, Vivendi, holding the remaining equity.

Extending the V odafone brand name to the US has also proven elusive.
The mobile operator does have a 45 per stake in Verizon Wireless but
Vodafone, led by CEO Arun Sarin, gave the impression that this was not
enough to match its global ambitions when it entered the auction for
AT&T Wireless on 9 February 2004. Nine days later, VV odafone withdrew
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from the auction, claiming the price had risen too high and was no longer
in the shareholders’ interest to pursue.

Beyond Europe and the US, Vodafone has interests in Japan via V odafone
K.K. (formerly known as J-Phone), Egypt, South Africa, Australiaand
New Zealand and China.

Moabile data strategy
Overview

Dueto what it claimed as higher-than-expected voice revenue, Vodafone
adjusted its original mobile data target of 25 per cent of total service
revenue down to 20 per cent (for 2005) in 2002. For 2003, mobile data
revenue accounted for 15.9 per cent of its service revenues (13.9 per cent
for 2002).

Consumers

Whether or not VVodafone achieves or comes near its revised 20 per cent
target will depend largely on how well its consumer data service fares —
Vodafone live!

Vodafone live!l, which was launched in October 2002, offers end-users the
ability to navigate — viaa colour-display portal — arange of services other
than SMS. These include e-mail, instant messaging, picture messaging
and previously downloaded applications and ringtones. By the end of
2003, the service had attracted 4.5 million subscribers. The mobile
operator says that VVodafone live! users, on average, generate 7% greater
ARPU than standard GPRS users.

In May 2004, V odafone announced the commercial availability of
‘“Vodafonelive!’ over 3G networks in Germany and Portugal. The service,
to be known as ‘' Vodafone live! with 3G’, will initialy be available on the
Samsung Z105 handset to be followed shortly afterwards by the Sony
Ericsson 21010 handset. Other countries will have access to *Vodafone
livel with 3G’ in the ‘coming months’, said Vodafone at the time of the
May 2004 announcement, when awider range of 3G handsets will be
available.

Vodafone' s UMTS networks had between 25-30 per cent population
coverage across its national 3G licence areas in Europe by March 2004.

Enterprises

To lend weight to its pitch to business customers, V odafone has teamed
up with avariety of high-profile systems integrators and software vendors.
Major announcements include:

November 2002: V odafone announces an agreement with major computer
suppliers— Déll, Fujitsu-Siemens, HP, IBM, Psion Teklogic and Toshiba
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—to offer business customers an extensive range of ‘ Connected by
Vodafone’ mobile computing devices (notebooks, PDAS, Table PCs) with
in-built SIM-based connection to Vodafone’ s GPRS data network.

February 2003: V odafone teams up with HP and Microsoft to put together
the ' Outlook Anywhere' package. Aimed at SMES, Outlook Anywhere
comprises the iPAQ Pocket PC (paired to a Bluetooth-enabled Sony
Ericsson T68i mobile phone) and the Microsoft Mobile Information
Server (MMIS) software running on an HP Proliant server, which, in turn,
allows access to Microsoft’ s Exchange 2000 server. The solution provides
secure synchronisation to e-mail, calendar, contacts and tasks.

March 2003: Vodafone, SAP and HP announce a letter of intent to market
asuite of mobile capabilities designed to increase the workforce
productivity of large enterprisesin the EMEA region. The ideais to pool
together VV odafone’ s business connectivity solutions with mySAP
business solutions and HP' s servers. The aim isto offer business
customers the opportunity to quickly mobilise their field and sales forces.

October 2003: V odafone and Oracle announce ajoint initiative to offer
enterprise customers integrated mobility solutions based on Oracle 10g (a
database designed for enterprise grid computing) and V odafone’ s network
services. In essence, the partnership is aimed at delivering mobile access
to key business systems. Initial vertical sectorstargeted are: health care,
government, utilities and media.

October 2003: At ITU Telecom World, held in Geneva, Vodafone
announced a Web services partnership with Microsoft to bring mobile
network services — such as authentication and billing — to the fixed PC
Internet. Web services, based on XML (eXtensible Mark-up Language),
are a suite of Web-based protocols designed to form the interface between
proprietary telco networks and software. Web services would enable
application developers to exploit mobile network characteristics, such as
location-based information, authentication, billing and messaging.

In addition, since February 2003, the mobile operator has been offering
‘BlackBerry from Vodafone’, the ‘ push’ e-mail and mobile data services
developed by RIM. In November 2003, V odafone launched the tri-band
Blackberry 7230, a customised icon-driven product (in much the same
style as Vodafone live!). Thisis marketed as part of its Mobile Office
portfolio.

5.3.3 Mabile VPN strategy
V odafone offers a number of mobile VPN solutions within its Mobile

Office portfolio in order to broaden its appeal to as many types of
enterprise customers as possible.

For those organisations that do not have any Internet-based VPN
connections into their LAN, VVodafone, in partnership with Cisco and a
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systems integrator, can offer —in effect — an all-you-need starter pack to
get the customer up and running with mobile VPN functionality. This
starter-pack, which Vodafone (either directly or through its channel
partners) installs and (if required) manages, includes:

» aVPN client (supplied by Cisco)
« aGPRSdatacard or a3G/GPRS data card

» software that enables ‘ easy connection’ to Vodafone’s 3G and/or
GPRS network combined with a graphical user interface, known as
the Dashboard, which allows end-users access to a number of basic
functions. These include the 3G or GPRS connection activation; a
monthly volume data usage indicator; and configurable buttonsto
start-up VPN, IM (Instant Messaging), SMS, e-mail and Internet
access clients that have been previoudly installed on the lap-top

* VPN concentrator and router (supplied by Cisco).

Initially branded as the V odafone Remote Access service when it was
launched in November 2002, this ‘single’ box solution is now referred to
as the Vodafone Mobile Connect Card (MCC). Vodafone claims that

MMC can take as little as five hours to integrate with customer’ s existing
IT infrastructure. (It needs to be noted that referencesto MCC in
Vodafone literature can a'so mean simply the data card and associated
software; it does not necessarily imply the ‘single’ box solution
incorporating VPN concentrators and VPN clients).

Other mobile VPN options offered by Vodafone are Mylan and its leased
line option. Like Vodafone MCC, Mylan uses private | P addresses, so
VPN clients and concentrators need to support NAT Traversal. Itis
targeted at SME and large organisations that already have existing VPN
infrastructure in place. Mylan is aso configured in such away — asisthe
MCC solution —that all traffic goes directly to the corporate LAN first to
prevent direct accessto the Internet. IT managers are very reluctant to
give employees unrestricted and unmonitored access to the Internet.

The leased line option, as its name implies, does not use the public
Internet to link the V odafone mobile network to the corporate LAN but
rather a dedicated line with bandwidth options of up to 2Mbps (the
maximum bandwidth that the Mylan service can offer on the fixed-line
connection is 320K bps). This mobile VPN option is designed for
companies that place a high premium on security and who perhaps distrust
making use of the public Internet. An extra security feature that V odafone
provides for leased line customers is a dedicated APN. Both VVodafone
MCC and Mylan use public APNs (see Chapter 2 for afuller explanation
of the differences between public and private APNS).

V odafone also offers an Internet Access Service. Although not designed
for corporate LAN access it does allow connectivity to Web-based
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services. If the customer’s mail server and firewall were to allow external
POP3 or IMAP4 access, for example, the Internet Access Service would
be away to retrieve e-mail on amobile device. This serviceis pitched at
either one-man-band companies or enterprises with few employees.

Key to Vodafone's strategy to differentiate itself in the mobile VPN space
isits ‘Dashboard’ user interface. It puts the Vodafone brand on the laptop
with the mobile operator clearly wanting to position itself as being
synonymous with ease-of-use — both for the end-user and the IT manager.
All icons are clearly displayed (Connect, Usage, SMS, e-mail, Web, VPN,
Support) and designed to creating the *VV odafone experience’ similar to
that on Vodafone livel —namely, simplicity.

To placate IT managers fears that employees will wantonly abuse their
data budgets, the Usage icon, once pressed, reveals clearly the amount of
data used alongside the limit set by the administrator. It is also possible
for IT managers to configure profiles for end-users (access rights, data
limits) and install the Dashboard themselves on the laptop.

In March 2004, V odafone announced an enhanced version of its
Dashboard software. Thisincludes, for the first time, an automatic hotspot
search function allowing the user —working in tandem with Vodafone's
hotspot database — the ability to locate the nearest V odafone hotspot.
Also, through an automatic Internet-based update function, users can
benefit directly from future improvements and new functionsin the
Dashboard software.

Can 3G speed up mobile VPN adoption rates?

Despite its attempts to kick-start the mobile VPN market with ‘ out-of-the-
box’ solutions and its intuitive graphical user interface in the shape of
Dashboard, sales of the Mobile Connect Card have been disappointing for
V odafone (even though the operator claims they have been in line with
expectations). By the end of 2003, only 167,000 units had been sold
across Vodafone' s controlling territories.

This should not be viewed as afailure peculiar to VVodafone, but rather a
reflection on a number of other industry-wide factors that have hindered
mobile VPN adoption over GPRS. One key barrier to adoption isthat IT
managers generally view GPRS as an unattractive medium for delivering
high volumes of data, both on the grounds of price and throughput
performance (see Chapter 3).

To try and break down these barriers, Vodafone commercially launched a
UMTS version of MCC in Germany for business usersin February 2004.
Thiswas followed, in subsequent weeks, by 3G MCC launchesin Italy,
the UK, the Netherlands, Spain, Portugal and Sweden. VV odafone expects a
faster acceleration of take-up for its 3G cards than GPRS since, in the
words of a spokesperson, ‘they can now simulate the LAN experience
with downstream speeds of up to 384K bps.
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The data cards themsel ves are manufactured by Belgium-based Option,
which enables laptop users to have seamless roaming between 3G and
GPRS networks. In Germany, the card retails for €359 (including VAT),
provided that users sign up to a data tariff package from Vodafone. Asit
istechnically possible to configure the data card to work with other 3G
networks — if the end-user has the appropriate SIM — V odafone prices the
card at €999 for those who do not sign up to one of its data tariff
packages.

Since June 2003, Vodafone in Germany has offered customers a dual
WLAN/GPRS data card but, at the time of writing (May 2004), had still to
announce plans to offer that product in any other of its mgjor European
markets. By the end of 2004, Vodafone says it intends to have bundled in
WiFi capability to its GPRS/UMTS cards.

On the pricing front, V odafone continues to cut its per megabyte charges
and, in Germany, launched a time-based data pricing option to its 3G
business customers in February 2004 (see Chapter 3). Vodafone, along
with T-Mobile Germany, saysit is responding to a growing demand for
pricing structures that are easier to understand than volume-based
charging. Vodafone does not disclose any targetsit has set for 3G/GPRS
MCC sales.
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Colt Telecommunications
Background

Colt, headquartered in the UK, is a pan-European provider of managed
business communication services targeting Europe-based multinational
companies; it also has arange of wholesale capacity products for other
carriers.

Its network comprises 20,000km of fibre-optic cable, which includes 32
MANS (metropolitan area networks) spread across 13 European countries.
It has direct connections to 9,000 buildings. Colt’ s service portfolio covers
leased lines, Ethernet services (metro, national and international), Layer 2
VPNs (ATM and frame relay circuits) and IP VPNs.

For the nine months ended September 2003, Colt posted a turnover of
£860.1 million, up 12.6 per cent from the same period in 2002. However,
the improved revenue performance was helped along by a weakening
GBP compared to the Euro. If currencies had remained constant, Colt’s
growth in the first three quarters of 2003 would have been a more modest
five per cent compared with the previous year’ s three quarters.

Dueto amix of cost-cutting and the generation of new business,
particularly for its IP VPN products, Colt has managed to reduce its
operating losses. For the first nine months of 2002 the company turned in
an operating loss of £158,101 million, which was reduced to a negative
£68,085 million for the same period the following year. Colt asserts that if
it maintains its present rate of progress, it will achieve positive free cash
flow throughout 2005.

The company argues that its ‘ strong cash position’ (£934 million as of 30
September 2003) givesit a‘competitive advantage’; it has the means at its
disposal, Colt says, to respond quickly to customer requirements for new,
advanced services.

Remote mobile/wir el ess access services
Overview

In terms of developing and promoting remote LAN access solutions for its
business customers based on cellular and WiFi connections, it’s still very
early days for Colt. Although the company struck a deal with ‘amajor
European mobile operator’ in May 2003 — which added GPRS to Colt’s
remote access portfolio —it told BWCS at the end of 2003 that it did not
want to make that relationship public. At least, the company said, not until
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it had defined its wireless product propositions “more fully” and wasin a
position to announce “major customers’.

“There' salow awareness among our customer base that they can even
have remote mobile access,” Daryl Szebesta, Colt’s director of data
services and system outsourcing, told BWCS. “It’s only niche, early
adopters who are coming to us and asking for these type of services.”

Szebesta believes that a“period of education” will have to take place
among business customers before the remote LAN access market takes off
based on mobile and wireless LAN technologies. Nevertheless, he expects
traction in this market to happen in 2004 “when customers latch on to the
fact that they can get productivity gains from e-mail access via Blackberry
and other handheld devices’.

Product portfolio

Colt offersits IP VPN customers a number of remote access options,
which are split into two categories: IPCorporate Remote Fixed and
|PCorporate Remote User.

IPCorporate Fixed is aremote link to the corporate intranet using the
public Internet viathird-party ISPs. And, asits name suggests, it isafixed
point of access. Most likely thiswill be abranch office that is deemed too
expensive by the enterprise to hook up directly to Colt’s IP VPN network
viaaleased line or where stringent SLASs are not required.

The IPCorporate Remote User set of products caters for the ‘mobile’ user.
This includes the teleworker connected to the corporate LAN using secure
|PSec connections on his or her PC/laptop — again, intranet accessisvia
the public Internet using third-party 1SPs, usually over DSL connections.
The Remote User product suite also includes dial-in access over the
PSTN. In al of these fixed-line instances, Colt gives the option to its
customers of handling the billing so asto giveits enterprise users asingle
point of contact.

M obile/wir eless strategy

Colt, like many other service providers, would like to give its customers
easy and secure access to their corporate LAN, anywhere and anytime
they want it. That means being able to offer mobile/wireless access but, by
its own admission, Colt has only started out down this road.

By the end of 2003, Colt’ s wireless strategy primarily revolved around its
Managed Microsoft Exchange product to give application-specific remote
access rather than general LAN connectivity. Using its relationship with
‘amajor European mobile operator’, Colt offersits IPCorporate Remote
User customers the option of accessing general Microsoft Office
applications via GPRS-enabled handheld devices (supplied by the
operator in question).
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In addition, Colt offersthe RIM Blackberry messaging solution, which is
made up of the Blackberry device and its associated middleware that sits
on the M SExchange server. Colt does not disclose the number of
subscribersit has to either its GPRS handheld service or the RIM
Blackberry.

For laptop users with GPRS PC cards, Colt offers an IPSec VPN client
service to enable general LAN access. Unlike Colt’s Managed

M SExchange product, corporate LAN connectivity means the ability to
access company-specific or ‘vertical’ applications — perhaps sales force
automation software — rather than being restricted to the more * horizontal’
applications such as e-mail and calendar updates. Colt saysit can aso
offer aVPN client service on the handheld devicesiif the customer
requiresit. The company also tests and pre-configures each mobile device
before being used, as well as giving pre-sales support.

Unlike its fixed-line remote access services, Colt does not give the option
of being the exclusive point of contact for the GPRS access service.
Instead, the customer signs a contract with the mobile operator, with Colt
acting as the agent, for afixed volume of data— usualy 250MB per month
—which ispaid as aflat rate and can be used by all employees. Any data
consumed above the agreed amount is billed by the mobile operator on a
usage basis. For its part, Colt bundles in the GPRS access option as part of
its IPCorporate Remote User set of products.

No SLAs are offered by Colt on any of its remote access products that rely
on third-party providers.

6.1.4 Futuredirections

Colt saysthat it isin discussions with various mobile operators across
Europe. In particular, it islooking at ways to reduce international roaming
chargesfor its customers who move from one ‘ Colt country’ to another.

Colt is also seeking to “raise the expectations’ surrounding WiFi to
provide a complete wireless solution for its customers. Instead of WLAN
access points being connected to 2Mbps DSL pipes, Colt wants corporate
customers to have bandwidth speeds from 10Mbps to 100Mbpsto give a
true desktop LAN experience. In November 2003 the company said that it
had completed a deal with one hotel service provider to provide 100Mbps
WiFi and fixed broadband access at a ‘top London hotel’.

“We believe the winning remote access proposition is to be able to bundle
in WiFi, GPRS and fixed-lines,” says Szebesta.
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Infonet
Background

Infonet is a global managed network services provider and has around
3,000 multinational entities as clients. Headquartered in the US, Infonet’s
network —which it calls The World Network — connects 180 countries
with access pointsin over 3,000 cities. The company offers a range of
managed network services, including MPLS-based IP VPNSs, IPSec VPN,
SSL VPNs, Frame Relay, ATM, satellite and x.25.

Infonet maintains that The World Network, with its high security levels,
extensive reach and reputation for high performance, distinguishesit in
the marketplace. Another key differentiator, according to Infonet, isits
Application-Defined Networking (ADN) approach. Thisis where Infonet,
through direct consultation with the enterprise customer, analyses the
application requirements/priorities and then recommends the most suitable
networking profile. Infonet’s Network Analysis Programme can also
demonstrate how individual applications will perform on its network and
conducts an ROI analysis for the customer.

Infonet’ sfirst half-year results for its 2004 fiscal year (the six months
ended 30 September 2003) revealed revenue of US$300.3 million
(US$290.1 million for the same period the year previously). The company
made an operating loss of US$37 million and a net loss of also US$37
million during the six months to 30 September 2003.

José Collazo, CEO and President of Infonet, speaking at the time of the
first half fiscal year 2004 results announcement in November 2003, said
that after “multiple rounds of personnel reductions and a ‘ re-alignment’
of its cost structure, the company was now in a position to grow revenue
and reach profitability. Infonet expects to be free cash flow positive in the
next 12 months and to be profitable after taxes in the next 24 months, all
while maintaining a cash balance in excess of $350 million USD,
according to Collazo.

Remote access portfolio
DialXpress

Until September 2003, when Infonet announced its ‘ next-generation
mobility strategy’ (see below), the company grouped all its remote access
solutions under the *Dial Xpress' brand name. The Dial X press product set
iscircuit-switched: PSTN and ISDN on the wireline side and GSM,
HSCSD (high-speed circuit-switched data) and 1S-95 (CDMA) on the
wireless side. More than 1,200 multinational enterprise customers use
Infonet’s Dial X press services.

To be ableto offer these circuit-switched remote access services, Infonet
leases capacity from third-party operators. Infonet’ s authentication and
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billing infrastructure, based on RADIUS (remote authentication dia-in
user service) servers and LDAP (lightweight directory access protocol)
facilities, enablesit to offer auniform bill for both fixed and wireless
access to the corporate LAN across a globally distributed infrastructure.
Infonet can also offer aunified ID to its customers: that is, the same
username and password for each access technology used.

Different versions of Dial X press are available for different customer
requirements. DialXpress Professional, for example, offers private
network access across Infonet’s IPPIMPLS network.

Dia X press SecurelD, using RSA Security’ s method of ‘two-tier’
authentication, is also supported by Infonet’'s RADIUS/LDAP
infrastructure. Two-tier authentication is areference to what the user
knows (PIN number and/or password) and what the user has (electronic
‘tokens’). The tokens usually come in the shape of key fobs, which,
working in tandem with an authentication server in Infonet’s network,
generate a unique, numeric password at 60-second intervals. The
authentication server, working in the same time sequence as the electronic
token, can then make a‘*match’ with the remote user (who has typed the
one-time password, on display on the key fob, into the laptop) to give him
or her accessto the corporate LAN.

In Japan, Infonet has been working in partnership with KCOM —a
wholly-owned subsidiary of KDDI — since 2000. Using PHS, the Japanese
circuit-switched wireless standard (provided by KCOM), in conjunction
with Infonet’s IPIMPLS network, the mobile VPN service — offering
access speeds of up to 64K bps — currently has a couple of dozen
customers. These are all Japanese companies with no international
presence since PHS is not available el sewhere.

In September 2003, Infonet, in partnership with DDI Pocket (another
KDDI subsidiary) launched the AirH’ (pronounced “Air Edge’) service in
Japan using packet-switched mobile access speeds of up to 128Kbps.
Infonet offers a flat-rate monthly package for AirH'.

MobileXpress

In September 2003, Infonet announced its MobileXpress strategy to
complement and expand its Dial X press range of remote access solutions.
Emphasising the goal of seamless roaming between different access
wireless platforms (including 2.5G/3G mobile networks and public WiFi
hotspots), the ‘ next-generation’ mobility roadmap is set out in three
phases:

» Switched VPN: wirelesssmobile circuit-switched VPN access
(already in place through Dial X press)
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» Broadband: packet-switched wirelesssmobile VPN access, enabled
through deals with WiFi hotspot providers and 2.5G/3G mobile
operators (first commercial WiFi product launched in March 2004)

* Broadband Roaming: wireless broadband roaming and settlement
across both WiFi and 2.5G/3G networks. Marc Patterson, Infonet’s
Vice President and Managing Director of Mobility Services, told
BWCS: “Our direct visibility into the activities of strategic
technology providers — such as Intel, Cisco and Microsoft — makes
us believe that this phase will be feasible within three years.”

To move into the Broadband phase, Infonet initially struck wholesale
capacity deals with Boingo Wireless and GRIC Communications — both
WiFi network operators—in October 2003 and November 2003
respectively.

Infonet’ s deal with Boingo goes deeper than wholesaling capacity. First,
for an undisclosed sum of money, Infonet has taken a minority equity
holding in Boingo. Second, the two companies have worked together to
develop end-user software that will eventually allow access to the entire
WLAN footprints of Boingo and Infonet’s other contracted hotspots,
while simultaneously using Infonet’ s existing billing and authentication
infrastructure.

Infonet announced the first fruits of its work with Boingo in March 2004
with the launch of its MobileX press Professional service for remote access
viaWiFi hotspots. MobileXpress subscribers can initially access over
2,300 active hotspots, which are spread across the US, Europe and Asia.
By the end of 2004, Infonet expects the number of accessible hotspots to
increase to over 10,000.

Infonet’s *enhanced’ end-user software developed with Boingo allows the
same user-1D credentials across al of Infonet’s remote access products,
whether it iswireline or wireless (Boingo' s contribution focused on the
broadband wireless component of the software).

MobileXpress also works in tandem with VPN clients and contains a so-
called ‘Mobiscan’ capability. This senses and presents all available
wireless access methods to the end-user (Infonet’s network infrastructure,
as we have aready seen, can support circuit-switched wireless access,
such as GSM, CDMA and HSCSD, as well as WiFi).

According to Infonet, users of MobileXpress can also set up — quickly and
easily — user-profiles to access other public hotspotsif noneis available
from Infonet (although the user would receive a separate bill in those
instances). Perhaps more conveniently, workers can use the client
software to access enterprise resources via home-based and/or campus-
based WiFi networks. High-speed wireless home networking based on
WiFi is proving increasingly popular, particularly in the US.
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Infonet’ s strategy, even when diversifying into new wireless and mobile
access technologies, isto position itself as the single point of contact for
its multinational clients. That, combined with making MobileXpress as
easy to use (and monitor) as possible, leads Infonet to conclude that it can
convert 30 per cent of its Dia X press customers over to MobileXpress
every year, aswell as giving it ameansto attract new customer accounts.

To achieve those objectives, Infonet believesit must do the following:
Provide a unified bill based on ‘ easy-to-understand’ tariff structures

MobileX press customers receive one, unified bill for both wireless and
wireline access. There are two types of tariff packages for MobileX press,
which, like its circuit-switched Dial X press portfolio, are each based on
time. Thefirst is a pay-as-you-go service, charged on an hourly and per-
minute basis. Prices vary according to the region from where the user is
accessing the service (Infonet has split the world into six regions). The
second package is afixed rate based on a pre-determined number of
hours.

Infonet believes that by offering a‘global’ WiFi service, it can eliminate
the variability of pricing that comes from using multiple suppliers.
However, the strength of this argument depends on the availability of the
Infonet WiFi network (courtesy of Boingo, GRIC Communications and
other hotspot providers). If a MobileXpress Professional customer has to
access a hotspot that is not Infonet’s, then the IT department still becomes
exposed to cost unpredictability.

Offer uniform log-in and authentication procedures

By leveraging its own RADIUS infrastructure for both WiFi and dia-up
access, Infonet can offer acommon log-in procedure — via the same user
interface — for all its remote access service products. The software client
that comes with MobileX press can also be used for ‘ horizontal roaming’
with the same log-in procedure. Horizontal WiFi roaming refers to
‘seamless’ access across different WiFi networks, which, in this case,
belong to Boingo and GRIC; vertical roaming occurs across different
types of access networks (such as GSM and WiFi) with one bill. Infonet
clamsthat it isthefirst Tier 1 operator to execute horizontal WiFi
roaming. “From our research and feedback from focus groups, the
travelling executive is not going to endure different log-in procedures
from one hot spot to another,” Greg Hayes, Director of Marketing at
Infonet’s Mobility Services, told BWCS.

Web-based monitoring tools
Again, duethe use of Infonet’s ‘triple A’ infrastructure for each access
technology, the company can offer ‘visibility’ to IT departments about

which access technol ogies its remote workers are using and how the
applications are performing. Through a Web-based portal and its
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complementary MobileXpress Toolkit, IT departments can also administer
usernames and passwords; view usage on a near real-time basis; and
manage access policies for its remote workers.

One obstacle that may slow down the realisation of Infonet’s single-point-
of-contact ambition in the wireless space — and later on in the mobile VPN
segment — is convincing customers that it has sufficient hel pdesk
resources to manage these types of connections. By moving into wireless
and cellular, Infonet — like all traditional fixed-line operators—is
confronted by afar greater number of variablesin the event of afaulty
connection than when solely concerned with wireline connections. The
guestion then arises, who is best placed to troubleshoot the network when
something goes wrong? The WiFi or mobile network operators
themselves, or the fixed-line operator who is leasing wireless/cellular

capacity?

For its part, Infonet argues that it has along track record of being ableto
coordinate globally its troubleshooting across multiple networks. It also
points out that through close helpdesk integration with its wholesale WiFi
partners, any fears surrounding service support can be allayed.

However, mobile network operators, in the event of competing with fixed-
line network operators for mobile VPN customers, can still forcefully
argue that they are better placed to remedy network-related problems
since they have direct visibility into the network.

Futuredirections: smartcard/SIM-based authentication

In much the same way as hotspots are becoming more popular as aremote
access medium due to the spread of WiFi-enabled laptops, Infonet
envisages that IT managers will increasingly turn to smartcard/SIM-based
authentication for remote access as more and more devices become SIM-
enabled.

The key benefit of SIM (subscriber identity module) authentication, used
aready in the world of mobile, isthat only a personal PIN number is
required to gain authorised access. Thisis not the case with token-based
authentication schemes (the use of key fobs, for example, which produce
one-time only passwords), or vouchers, or even a system of usernames
and passwords. All of these methods, in comparison with SIM, are time-
consuming and potentially very costly if the enterprise needsto invest in
extra helpdesk resources to deal with remote workers who have either lost
their tokens or have forgotten their passwords.

“You haveto look at ID management in terms of how you can truly
embed the security, as well as the identity, within a physical asset,” says
Marc Patterson. “Our major customers are beginning to embrace thisidea
rather than relying on security [procedures] being adhered to by the end-
user.”
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Infonet believes that two things need to happen before SIM-based
authentication can take off:

» PDAsand laptops are embedded with smart card readers (the SIM is
asmart card). So far, penetration of such devicesislow inthe
market, but, as an interim measure, SIM card readers are currently
available in a USB dongle form (attached to the side of the device).
Infonet also identifies a growing trend of *SIM reuse’ where users
either place their existing mobile SIM into another device (such asa
laptop or PDA) or use aduplicate SIM for the same purpose.

» The EAP (extensible authentication protocol) SIM protocol becomes
standardised and established in the marketplace. EAP SIM iskey
because it alows roaming between GPRSUMTS and WiFi
networks through the use of RADIUS serversinterfacing with the
HLR (Home Location Register) within the mobile operator’s
network. Thiswould allow Infonet to use its existing infrastructure
to offer aunified bill to remote access users who straddle WLAN,
GPRS/UMTS and dial-up networks.

Infonet’ s work on devel oping a platform capable of supporting EAP SIM
is done through TOGEWA et, a Swiss company established in 2001 and
owned by TOGEWA Holding. In May 2002, Infonet acquired a minority
stakein TOGEWAnNet.

TOGEWADet, through its WeRoam service, offers a billing and
authentication platform to enable roaming between WLAN and
GSM/GPRS networks: its customers are WISPs (Wireless Internet Service
Providers) and GSM operators. WeRoam can support SIM, EAP SIM and
RADIUS authentication methods.

Another TOGEWA Holding company, Comfone, has been set up to
facilitate the management and settlement of roaming agreements between
operators who use the WeRoam service. Comfone, aside from its
association with WeRoam, acts as a settlement and clearing house for
roaming agreements between GSM operators. Infonet owns a minority
stake in Comfone.

By the end of 2004, it is Infonet’s aim to have in place wholesale capacity
deals with GPRS operators. It believes that by exerting its bulk purchasing
power, it will be able to offer attractive tariff packages to MobileXpress
customers. And, through the use of EAP SIM, combined with the
knowledge and experience of TOGAWA et through its WeRoam service,
Infonet will position itself as the one point of contact for billing —with a
uniform ID and log-in procedure — for multinational customers using
multiple access technol ogies.
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Equant
Background

Equant, part of the France Telecom Group (which also comprises
Orange), is a provider of managed network and IT services. Serving
multinational corporations, Equant has 3,700 business accounts. Its
network reach spans 220 countries.

Like other international carriers whose traditional revenue streams have
been rooted in the provision of managed ATM and Frame Relay services,
Equant’ s financial performance has been adversely affected by customer
migration to cheaper IP connections. For 1Q 2004, revenue from Equant’s
Network Services division declined by 8.7% on a pro formabasis (that is,
at constant currency rates), year-on-year, to US$388.5 million.

A large part of the Network Services decline was attributable to Equant’s
indirect sales channels (which include Radianz, Deutsche Telekom and
Sprint). On apro formabasis, indirect sales declined by 27.1 per cent for
1Q 2004, year-on-year, to US$55 million. Direct sales declined by 4.8 per
cent to US$333.5 million over the same period.

Equant’ s strategy to combat the decline in traditional revenue isto offer
multinational customers awider variety of services. Theseinclude IT
managed services, such as messaging, hosting and security. It is not
Equant’ s strategy to compete head-on with the major systems integrators —
such as IBM, HP, Accenture and EDS — by providing IT integration and
management services for business process applications. Instead, its focus
is on the management of horizontal applications (such as messaging)
which require less IT engineering.

The problem for Equant is that this side of the business is not growing fast
and it contributes only a small percentage of overall revenue; that makes
the company vulnerable to continued price erosion in legacy service
revenue. Turnover from Equant’s Total Integration Services (which
includesits IT managed service products) accounted for US$108.9 million
sales during 1Q 2004 out of atotal Equant turnover of US$704.4 million.
Revenue from Total Integration Services during 1Q 2004, on a pro forma
basis and year-on-year, was up only 0.3 per cent.

Remote wir eless access services

As part of its strategy to develop new revenue streams, Equant has also
widened its remote access portfolio to include mobile VPNs based on
GPRS access.

In May 2003, Equant announced that it had added GPRS accessto its
remote access portfolio through wholesal e agreements with mobile
operators in Belgium, France, the UK, Russia and Germany. Equant says
it will extend GPRS availability to the US, Australia, Hong Kong and
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Singapore in 4Q 2004. Thereis no exclusivity agreement between Equant
and Orange to deliver GPRS access to its customers.

Although the company has its ‘ Equant Access Companion’ software,
which, when downloaded onto the laptop or PDA, provides VPN
connectivity with log-on procedures identical to Equant customers using
fixed remote locations (so making it easier to use), the take-up of the
service has been subdued. “We have around 1,000 customer accounts who
use dial-up access [PSTN or GSM] but only afew dozen have moved to
GPRS since we launched the service,” Axel Haentjens, Equant’s Head of
Stratgey, told BWCS. “We're till in the early adopter mode, but we
expect afaster rate of adoption when we make this a fully mobile solution
and when customers fully understand the benefits [of using mobile
VPNsg|.”

Haentjens' ‘fully mobile’ solution means the addition of WiFi accessto
Equant Access Companion (using France Telecom’s WiFi network),
which is scheduled for July 2004. Equant, says Haentjens, will also
announce a portfolio of fixed-mobile services in partnership with Orange
at that time.

For mobile operators to interconnect into Equant’ s fixed network, a
GGSN gateway interfacing with it is required. One benefit for business
customers using the Equant network is that, due to its avoidance of the
public Internet, a company’ s existing VPN infrastructure need not support
NAT Traversal. Equant, however, will support public Internet access if
required. “It's ahybrid solution,” says Haentjens.

6.3.3 Strategy

Unlike Infonet or Colt, the other two fixed-line operators profiled in this
report, Equant has no strong aspirations to be the single point of contact to
business customers that use mobile operators' cellular networks for
remote intranet access.

The billing of Equant’s GPRS IP VPN extension service, for example,
worksin asimilar fashion to Equant’s PSTN or IP dial-up service. The
customer pays Equant aflat monthly rate for the access facility but then
pays the third-party provider for traffic usage. In this way, Equant can
draw afirm line of responsibility between its own network and the
network of third-party providers. One benefit of this approach isthat if
anything goes wrong on the mobile side — perhaps a dropped wireless data
session — Equant is not seen as responsible.

That is not to say that Equant will not manage and bill for al of the
customer’ s communications requirements — including fixed and mobile
remote access — if asked to do so. In October 2003, Equant won such a
contract with Zurich, an insurance company, to manage and bill for al of
Zurich Financial Services Group’s telecom and network servicesin seven
European countries. As part of the deal, Equant wholesales maobile voice
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and mobile data capacity to resell to the customer and, by doing so, offers
itself as the “one throat to choke”.

But outsourcing everything over to one service provider is not aroute that
Haentjens expects most multinational organisations to follow. “We have
only a handful of customers that want do that,” he told BWCS.
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Lucent Technologies: 3G mobile data evangelist
Background

Lucent Technologiesis asupplier of fixed and mobile telecoms
equipment. The vendor also offers arange of managed services to
operators — including consulting, network design and marketing — viaits
Lucent Worldwide Services division. Bell Labsis Lucent’ s well-respected
R&D arm.

Patricia Russo, CEO, identifies several ‘ pockets of opportunity’ for
growth during 2004 and beyond. These are: voice over IP and
softswitches; metro optical; broadband access; and high-speed wireless
data and services.

Growth is not something that Lucent has been closely associated with in
recent times, but the company is showing signs of turning things around.
Inits 4Q 2003 fiscal period (ended 30 September 2003), Lucent posted its
first net income profit (US$99 million) since 2Q 2002. For 1Q 2004
(ended 31 December 2003), Lucent posted a net income of US$338
million to make it two profitable quartersin arow.

The improved performance in profitability has come about through cost
cutting rather than top-line revenue growth. Turnover for fiscal 2003 was
US$8.47 billion compared with US$12.312 billion during 2002, but total
expenses were slashed by US$5.8 billion over the same period. In the
industry boom days of 2001, Lucent’ s workforce exceeded 100,000.
Currently, Lucent has approximately 33,000 employees worldwide.

Revenue for Lucent’s Mobility Solutions was US$4 billion during fiscal
2003 (US$5.535 hillion the previous year). The company’ s mobile focus
ison supplying CDMA-based ‘ spread spectrum’ technologies for 3G:
CDMA2000 and UMTS (which uses W-CDMA radio access technology).
Lucent does not give arevenue split between the two 3G platforms but it
is far more established in CDMA2000 than UMTS.

Extolling high-speed mobile data for the enterprise

When it comes to promoting mobile data adoption within the enterprise,
Lucent is one of the industry’s most vocal and active players. It regularly
runs roadshows to educate enterprise ClOs and CEOs on the productivity
and efficiency gains that can be achieved through high-speed mobile data
solutions.

It also firmly believes that mobile operators, systems integrators and
vendors should all work together in presenting the business case for
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mobile data solutions to enterprise customers. The level of cooperation
that Lucent is talking about includes having representatives from each
sector — vendor, systems integrator and mobile operator — sitting around a
table with the CIO (and, whenever possible, the CEO) in order to address
fully the different concerns there may be in mobilising the workforce.

According to Lucent, the early adopters to drive up mobile data growth
will come from the business segment. The consumer market, it believes,
has little appetite as yet for services based on high-speed mobile networks,
such as video telephony.

Within the business segment, Lucent asserts there is both a pent-up
demand for mobile data solutions and a willingness to pay — up to US$100
per month per employee on aflat-rate basis according to its own research
— but only if the benefits can be clearly identified. The problem for mobile
operators wishing to tap into this market is that while their marketing
messages are well defined for the consumer, they are not for the business
customer. Thisis because the mobile operator — according to Lucent — has
little understanding of the way enterprises operate, not least because the
enterprise market is far from homogenous:. different industriesin different
countries have all got different needs. Lucent’s strategy is to bridge that
gap in understanding and to make it as easy as possible for operators and
enterprises to provision mobile VPN services.

Lucent does not believe there is a strong business case for mobile data
adoption within the enterprise unlessit is based on 3G. “We' ve conducted
primary research across Europe and what we' ve found is not only a pent-
up demand for wireless data solutions among enterprises but a minimum
speed requirement of ISDN rates,” John Marhino, vice president of
marketing, Mobility Solutions, told BWCS. “That means you need an
effective throughput of between 140K bps and 144K bps at the very least
and, from the research we have carried out, the ability to go as high as
300K bps.”

The research that Marhino is referring to was conducted as far back as
September 2002 and, more than ayear later — despite the availability of
software compression, which effectively speeds up data throughput, and
growing evidence that businesses can increase productivity at sub-3G data
speeds, particularly in the realm of field force automaton — Lucent is
sticking to those findings.

Underlining its desire to promote 3G-based mobile data solutions, Lucent
is afounding member of the 3G Enterprise Alliance (3gea:
http://www.3gea.org). Set up in November 2002, 3gea’ s mission isto
‘identify and promote the benefits of secure, high-speed data services for
enterprises . Other founding membersinclude HP, Sun Microsystems,
Atos KPMG Consulting (AKC) and Morgan Stanley.
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3G data cardsto kick-start the mar ket

Rather than wait for the widespread availability of 3G handsets, Lucent
has been canvassing both mobile operators and enterprises that it’s
possible to move ahead now with high-speed mobile data via laptop PC
cards. In 2002, Lucent signed agreements with two companies to supply
wireless PC cards with UMTS/GPRS interfaces: the first was with Option
(February 2002), a Belgium-based wireless solutions provider; and the
second was with Novatel Wireless (August 2002), a US-based software
and wireless data modem vendor. Under the terms of both deals, Lucent
provides the R&D while its partners manufacture the PC cards.

In Europe, Lucent has worked with Telefonica Moviles Espafia (TME)
and T-Mobile Deutschland to conduct trials with enterprise customers
connected to UMTS networks via PC cards (developed in conjunction
with Novatel Wireless). In February 2004, Lucent announced that it had
signed two separate agreements to supply data cards (again, from Novatel
Wireless) to TME and Telecom Italia Mobile.

On the CDMA side, Lucent has deployed CDMA2000 1X networks for
more than 25 mobile operators worldwide.

In each instance where Lucent works directly with the enterprise, the
vendor hopes that the mobile operator will take into account the positive
feedback from their business customers and so be encouraged to roll out
their 3G networks more widely and more swiftly.

Moabile VPN portfolio

Lucent equipment supports both end-to-end and network-based mobile
VPNs. However, it has prioritised end-to-end mobile VPNs as it isthey —
according to Lucent —which are the clear favourite among the CIO
community on the grounds that they are perceived as being more secure.

For enterprises, Lucent’s mobile VPN solution comprises the IPSec client
and the VPN gateway (responsible for terminating the VPN ‘tunnels’).
Known as the Lucent Brick family of products, it also supports firewall
functionality.

For GPRS and UMTS mobile operators, Lucent’s network-based VPN
implementation uses virtual routing based on the Cisco 7609 GGSN
(Gateway GPRS Support Node). The architecture supports a variety of
tunnelling protocols, including IPSec and L2TP.

Cisco 7609 can aso support the virtual (or single) APN feature, which
allows multiple users to access different physical target networks through
acommon APN. Lucent outlines the key benefits of the virtual APN for
GPRS/UMTS network operators as follows:
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» smplified provisioning of APN information at the home location
register (HLR), domain name system (DNS) and RADIUS server

» easier deployment of new services

» improved scalability for support of alarge number of corporate
networks, 1SPs and services

* increased flexibility of access point selection.

For afuller explanation of mobile VPN terminology, see Chapter 2.
Easy Service Setup: Lucent’s ‘fast provisioning’ solution

A significant barrier to mobile VPN adoption is the complexity of
provisioning remote workers with access to the corporate LAN or web-
based applications — both from a mobile operator’s and IT manager’s
point of view.

From the perspective of the mobile operator, different network elements
need to be provisioned so as to recognise each mobile VPN end-user and
ensure accurate billing — these network elements include the HLR (home
location register) and the billing and mediation systems. If the set-up
process is lengthy, then enterprise customers may think twice about using
that particular mobile operator. And if the network elements are set up
inaccurately —that is, where users either can’t access their corporate LAN
applications or the enterprise iswrongly billed for services used — that,
too, increases the potentia for churn.

From the IT manager’ s perspective — particularly one who is responsible
for alarge number of remote workers —a major headache is making sure
that each employee is provisioned with the correct type of data card for
the laptop, the appropriate drivers and the right client software (such as
the IPSec VPN client or the ‘“Mobile IP’ client software, which allows
roaming between UMTS and WLAN networks).

The problem is made more difficult in large organisations as there is more
likely to be adiversity of OS (operating system) software versionsin use
across the laptop workforce (not al VPN clients, for example, are
compatible with every OS). The prospect of having to undergo a series of
software installations on each laptop is hardly an appealing one and will
dim the attraction of going down the mobile VPN route for many IT
managers.

Lucent’ s answer to this problem isits Easy Service Setup software
package, which allows the IT manager and mobile operator to coordinate
the provision of wireless access to the corporate intranet.

In devel opment since 2001, Easy Service Setup is the product of
examining the workflows and interfaces required on both the client and
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network side to facilitate a mobile VPN connection. It can be divided into
three main components:

» Sdf-installation & registration. Thiselement isasingle install
software package that is supplied to users on a CD, together with a
data card. With what Lucent describes as ‘ssmple and intuitive
instructions’, the user is guided through the installation, registration
and activation process for accessing high-speed mobile data
Services.

» Self-care. Thiscomponent offers the ability for end-users to register
for the first time and to self-manage their profiles (ie, change
password, modify preferences, or add services). It also allows the
mobile operator and any other player in the process chain — such as
areseller or IT department — to access user detailsin order to better
provision, control, update and manage their subscribers. All thisis
done through an ‘intuitive’ Web-based interface.

* Integration. Lucent Worldwide Services ensures systems
integration between Easy Service Setup and existing infrastructure.

How it works

The Easy Service Setup provisioning software swings into action once the
basic mobile VPN infrastructure has already been established. This could
either be a network-based mobile VPN (where the mobile operator has
alocated a dedicated APN to the enterprise) or an end-to-end VPN using
IPSec clients (where the mobile operator provides only the access over the
GPRS or UMTS network).

The value of Easy Service Setup liesin giving the IT manager the
flexibility to add (or subtract) remote laptop workers with wireless
corporate LAN access — as well as updating access rights — when he or she
pleases. It also allows the mobile operator to provision correctly al the
required network elementsin one fell swoop.

The workflow tasks required to register awireless VPN connection with
Easy Service Setup —whether it isfor one user or over ahundred — are as
follows:

The IT manager/administrator logs on to the self-care server (viaaWeb
interface) using a password. He then requests the number of usersto be
activated over the mobile VPN and stipulates what each requiresin terms
of software.

If the IT administrator has the authority to make that request (ie, thereisa
sufficient number of SIM cards already allocated by the mobile operator
to the enterprise and the air-time/data tariff agreements arein place to
cater for more mobile data users) then Easy Service Setup automatically
pre-provisions the appropriate elements within the network.
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A CD Rom containing all the required client software and drivers—along
with a password, user name and data card — is sent to the end-user.

The end-user installs the software onto his or her laptop using the
installation ‘wizard’ guide that comes with the CD Rom. He/she then logs
on to the self-care server (using the user name and password provided)
whereupon the pre-provisioned elements within the network are activated.

Lucent saysit istrialling Easy Service Setup with mobile operatorsin
Europe, the Asia-Pacific and the US. Lucent had not officially announced
any commercial implementations of Easy Service Setup by March 2004.

Easy Service Setup: an assessment

It's hard to argue with the convenience of Easy Service Setup. For the
mobile operator, it's a great way to attract and ‘lock-in’ enterprises with
mobile data services; for the IT manager, the main attraction is that life
becomes considerably easier. There’'s no longer the need to make several
software installations on the laptop to suit the requirements of individual
mobile workers. (Some, for example, may need IPSec clientsinstalled on
their laptops to access the corporate LAN; others may need their |aptops
configured to provide restricted — or monitored — access to the Internet.)

Additional software, such asa‘dashboard’ client interface to display data
usage information, may also need to be bundled onto the laptop, which is
another task for the IT manager that Easy Service Setup takes away.

“By working with third parties we're able to customise the solution
depending on the requirements of the enterprise,” Thomas Evans, UMTS
senior manger with Lucent, told BWCS. “Multiple configurations of
software, tailored for individual mobile workers, are simply burnt onto a
CD [aprocess undertaken either by the enterprise or the mobile operator],
which isthen installed easily and quickly onto the laptop by the end-user.”

There are, however, some ‘issues with Easy Service Setup that may
hinder its take-up:

Where should the self-care server be located? Evans observes that mobile
operators will want to host it themselves ‘to ensure control’. That being
the case, mobile operators will have to prove themselves as trustworthy
holders of corporate LAN access information.

The use of passwords as a means of authentication may not convince IT
managers as an adequate way to secure the corporate LAN (vulnerable to
‘shoulder surfing’ and hacker attempts to pose as a mobile worker from
another PC). Also, if the password and user name information is sent out
by post, that adds two security risks: first, unlawful interception; second,
the details sent out can be seen and used by unauthorised personnel.
Lucent says it has mitigated these security concerns by enabling the IT
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manager to set up specific questions for mobile workers. That, however,
adds complexity to the set-up procedure and perhaps places a greater
strain on the enterprise’ s I T resources (more help-desk calls as end-users
not only forget their passwords but the answers to the additional
guestions).

Easy Service Setup works only for laptop CD installations; it will have no
relevance for enterprises seeking to mobilise their workforces with
smartphones or PDAS.

The waiting time for an ‘updated” CD Rom to be sent through the post (as
a conseguence of achangein access rights, for example) may be too long
for some mobile workers, especially sales staff who need access to up-to-
date information continuously. IT managers may prefer over-the-air
(OTA) device management systems in these circumstances, which offer
quicker response timesin the event of a change in software requirements.

7.2 Ericsson: voice first, data later
7.2.1 Background

Headquartered in Sweden, Ericsson is avendor of mobile systems; it
claims that 40 per cent of all mobile callsin the world travel acrossits
equipment. The company also manufactures fixed-line infrastructure and,
viaitsjoint venture with Sony, is a supplier of handsets.

Like other mobile kit makers, Ericsson has suffered badly during the
industry downturn. Scarce capital anong mobile operators and the
consequent decline in network investment led Ericsson to post an
unprecedented series of quarterly losses between 2002 and mid-2003.

In response to the changing marketplace, Ericsson embarked on a
stringent cost-cutting programme, which enabled it to return to the black
for its 3Q 2003 fiscal period. Between July and September 2003, the
company posted an operating income of SEK1 billion on net sales of

SEK 28 billion (compared with an operating loss of SEK3.6 billion on net
sales of SEK33.5 hillion for the same quarter during 2002).

To illustrate the scale of the cost cuts, Ericsson’s workforce numbered
71,723 at the end of September 2002. Twelve months later, the number of
employees was reduced to 53,401.

Ericsson’s CEO, Carl-Henric Svanberg, believes that the global mobile

systems market (measured in US$) will stabilisein 2004, following a 10
per cent declinein 2003.
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Moabile VPN portfolio
Overview

Ericsson’s push into the mobile VPN space is two-pronged, and handled
by two parts of the organisation:

» Ericsson Enterprise: mobility solutions for corporate
communications (Mobile Enterprise)

» Ericsson Systems: mobile VPN solutions for mobile operators
(including specific support for Ericsson Mobile Enterprise).

Ericsson Enterprise: mobile voice VPNs

Ericsson Enterprise promotes a suite of communications products for the
enterprise — branded MD110 (for medium-sized and large enterprises) and
BusinessPhone (for small and medium-sized enterprises) — that include
PBXs (TDM and IP) and a range of business telephones (analogue, digital
and IP).

Although the Ericsson Enterprise portfolio covers fixed and mobile access
to the corporate communication infrastructure, its marketing emphasis
now — to both mobile operators and enterprises—ison its*Maobile
Extension’ product. Thisiswhere mobile users, viathe public mobile
network, can enjoy the same PBX voice services as fixed-line extension
users. In short, it is promoting mobile voice VPNs.

According to Lars Svensson, president of Ericsson Enterprise, the
potential of mobile voice in the enterprise has ‘ barely been tapped into’ by
mobile operators. He believes that in the absence of compelling mobile
data applications, mobile operators can strategically position themselves
closer to enterprise customers through the offering of a Mobile Extension
service.

Launched in Sweden in mid-2001, Mobile Extension services are now
offered by two Swedish mobile operators, namely TeliaSonera and

V odafone. Customers include ABB, AstraZeneca, Deloitte Touche,
Tohmatsu, Saab and Ericsson itself.

What is Mobile Extension?

Mobile Extension is essentially software that sits on the company PBX or
server. In combination with support for the feature in the mobile

operator’ s network, Maobile Extension enables the mobile phone to
connect to the PBX in the same way as ‘normal’ fixed extension
telephones, with all features and functions of the PBX, including attendant
support, made available to the mobile user. Colleagues and customers can
reach the Mobile Extension user on his or her usual direct line or
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extension number. Conversely, the mobile user can call colleagues using
familiar abbreviated dialling.

Another bonus of the Mobile Extension product is that mobile callers can
browse the corporate directory without having to store all the contact
details on their handsets. They can also use voice-based dialling to call
their colleagues (by speaking the person’s name).

But the advantages of Mobile Extension, says Ericsson, go beyond the
convenience of being able to use the company’ s extension number system
on the handset. They offer economic and strategic benefits to both
enterprises and mobile operators.

Proposed benefits for enterprises

* Reduced end-user device costs. The I'T/communications
department, by migrating employees with both mobile and fixed
phones to just one handset, can achieve savings on hardware,
subscriptions and related support and maintenance costs.

» Better cost control. By addressing enterprise needs for mobility,
the mobile operator can adapt its tariff structure to enable a
transition from fixed to mobile as the primary method for calls both
within and outside the office. The air-time packages from the mobile
operator can be also be customised. For example, they could be
based on amonthly flat fee (with ‘free’ internal calls), zone-based
charging, or a combination of these.

» Servicelevel agreements. Agreements between enterprises and
mobile operators for Mobile Extension services can include service
guarantees. This may require the mobile operator to increase
network capacity in the area where the enterprise is located. Indoor
coverage might also need special attention.

» Better management of incoming calls. Calls to a busy mobile user
can be taken by an attendant, rather than simply being forwarded to
voicemail.

* Morecontrol. The T manager has greater visibility and control of
the mobile calling patterns of employeesiif thereisjust one
company account with one mobile operator. The spread of
individual mobile accounts within an enterprise — with no central
point of control — can quickly lead to excessive bills, particularly on
international calling.

* Increased productivity. Greater mobilisation of the workforce with
access to arange of PBX services on the mobile handset
(conferencing, for example) leads to greater efficiencies within the
enterprise, argues Ericsson. Another useful application, according to
Ericsson, is mobile access to the company’ s unified messaging
system. It becomes possible, for example, to access e-mails (sent to
the PC) as avoice mail on the mobile phone. Thislevel of fixed and
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mobile integration is not available within the traditional PBX
environment.

Proposed benefits for mobile operators

* Revenuegrowth. Moretraffic is passed on to the mobile network,
which is arevenue growth opportunity.

» Churnreduction. By linking PBX functionality with the capability
of the mobile network, operators can reduce the possibility of churn
since it becomes more difficult, from alogistical point of view, for
the enterprise user to ‘transfer’ its company extension number
system to another supplier. The relationship would resemble even
more of a‘lock-in’ if the enterprise customer selected the mobile
operator to host its PBXs. Thislevel of outsourcing is possible
through Ericsson’ s mobile telephony products.

» Closer tieswith the enterprise. The mobile operator can form a
closer relationship with the 1T/communications department and,
theoretically, be in a stronger position to market and sell value-
added data services when they become available or are asked for.

* Mobile Extension: an assessment. Enterprises can clearly achieve
cost-savings through the use of Mobile Extension. Ericsson itself is
in the process of rolling out Mobile Extension throughout its
operations in Sweden. It has already mobilised more than 7,000 of
itsworkforce in thisway and saw a 22 per cent decrease in its
internal telephony costs during the first quarter of using Mobile
Extension compared with the previous quarter. The scale of cost
savings enjoyed by enterprises will be dependent mainly on the
reduction in the number of phones and subscriptions in use (along
with areduction in related maintenance and support costs); it will
also depend on the pricing approach of the mobile operator.

Ericsson Enterprise argues that the main benefit mobile extensions can
bring to the operator is strategic; that is, strengthening links with the
enterprise. It will not, in the short terms at |east, be away for the mobile
operator to increase revenue dramatically, even if mobile handset
penetration within the enterprise is raised from around the current typical
level of 20-25 per cent to between 60 and 70 per cent (atarget that
Ericsson thinks is achievable and desirable from the enterprise’ s point of
view). Thisis because of the more attractive (cheaper) airtime packages
that are needed in order to persuade IT and communications managers to
increase mobilisation of the workforce in this way.

However, it makes sense for mobile operators to differentiate themselves
as much as possible from their competitors. In the mobile VPN space,
with fixed-line service providers also offering GPRS access solutions via
wholesal e capacity, the use of Mobile Extension is one way for mobile
operators to add value to their enterprise service offerings and reduce
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churn. Ericsson says that mobile operators who support Mobile Extension
services have typically seen a 75 per cent increase in mobile traffic among
users equipped with the service. The fixed-line providers cannot offer this
service, so the strategic value of Mobile Extension is significant.

The Mobile Extension product will also become more attractive to large
organisationsiif it can be used on an international basis. Although it will
require co-operation among different operators to make this work,
Ericsson Enterprise told BWCS that there were no real technical barriers
to its adoption. Mobile operators with large international footprints, and so
less reliant on co-operation with others (such as Vodafone) would
therefore appear to be in the best position to offer this service.

Ericsson Systems. mobile data VPNs

Under the product umbrella of ‘Wireless Corporate Access , Ericsson
Systems has devel oped a mobile data VPN architecture suitable for
deployment in both GPRS and W-CDMA (3G) networks. Using an APN
(Access Point Name) within the GGSN (Gateway GPRS Support Node),
the mobile network is able to identify external packet data networks. The
‘external networks' can either belong to the enterprise or an ISP (whose
subscribers have GPRS access).

There are two types of VPN that this architecture can support: ‘ voluntary
VPN’ and ‘compulsory VPN'. The voluntary VPN (or CPE-based VPN)
is where the mobile subscriber initiates the secure tunnel to the corporate
LAN, end-to-end, using the mobile network merely as a bearer (tunnelling
protocols can either be IPSec or Microsoft’s PPTP). Under this type of
set-up, the subscriber gets access to the GPRS network viaan APN
alocated to an ISP, and can get accessto wirelessLAN and ADSL. This
type of mobile VPN ismore likely to appeal to large organisations that
have sufficient IT resources to manage this type of VPN themselves.

The compulsory VPN (the network-based VPN) is when the mobile
operators itself isresponsible for establishing secure links between the
end-user and the corporate LAN (or web-based applications). The mobile
operator allocates a dedicated APN for the corporate traffic in order to set
the compulsory VPN up. This solution is more attractive for SMEs
without large I'T resources.

A fuller explanation of mobile VPN terminology can be found in Chapter
2.
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